
    
     

  
  

Chief Privacy Officers: Who
Are They, andWhy Education 
Leaders Need One 
October 2, 2018 

1 



           

             
     

    
      
   

 
   

     
   

Chief Privacy Officers: Who Are They and Why Education Leaders Need Them 

Agenda 
Objective: Discuss the benefits of and emerging practices for chief privacy officers to improve 
the effectiveness and efficiency of protecting student privacy 

● Chief privacy officer overview 
○ Student privacy and chief privacy officers (CPOs) 
○ Defining chief privacy officer 
○ Best practices 
○ Data governance and the CPO 

● New York City Department of Education 
● Georgia Department of Education 
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https://cdt.org/files/2019/01/Student-Privacy-Chief-Privacy-Officer-Issue-
Brief.pdf  
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Chief Privacy Officers: Who Are They and Why Education Leaders Need Them 

Student Privacy and Chief Privacy Officers 
• Themore things change... 

• Schools, districts, and states collect, share, and analyze more and better data than 
ever before; there are also an unprecedented number of data incidents. 

• Promise of using data and technology to improve student outcomes and concerns 
about protecting student privacy have never been greater. 

• The education sector has responded by prioritizing and executing data governance 
strategies and 41 states have passed 94 student privacy laws as of 2017. 

• Themore they stay the same. 
• Privacy is not a new function. Every school, district, and state has legal obligations to 

protect student information. 
• Schools, districts, and states are siloed with core functions spread across multiple 

divisions. Student privacy responsibilities span multiple divisions including but not 
limited to general counsel, CIO, data, human resources, and executive. 
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Chief Privacy Officers: Who Are They and Why Education Leaders Need Them 

Defining Chief Privacy Officer 
• A chief privacy officer is a senior leader who is responsible for managing the organization’s 

privacy responsibilities and compliance with legal requirements. 
• With the growth of big data, many private companies have employed chief privacy 

officers. 
• At least eight states (Arkansas, Indiana, Kentucky, Ohio, South Carolina, Utah, Washington 

andWest Virginia) have chief privacy officers that cover all state agencies. 
• Chief privacy officers have different responsibilities and skill sets than chief information 

security officers (CISO). 
• Increasingly large school districts and state education are hiring them, often times in 

response to a data incident or student privacy legislation. 
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Chief Privacy Officers: Who Are They and Why Education Leaders Need Them 

Defining Chief Privacy Officer 
Typical functions that are led by a CPO tend to include the following three areas: 

• Creating and enforcing organizational privacy policies: user access policies, data retention 
and deletion schedules, data minimization guidelines, and statistical methods that ensure 
that individuals cannot be identified from any publicly reported data. 

• Providing privacy training and support: foundational privacy knowledge and best 
practices, data incident response planning, and guidance to the executive team and staff 
on how to achieve their goals while protecting privacy. 

• Supporting security efforts that reflect privacy policies and practices: internal review of 
external data requests and data system releases that include sensitive information, 
coordinate privacy and security audits, and support procurement (e.g. provide guidance 
during evaluation, train third parties, and ensure contracts and data sharing agreements 
include appropriate privacy protections) 
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Chief Privacy Officers: Who Are They and Why Education Leaders Need Them 

Steps an Organization Can Take to Support a CPO’s 
Success 
• Establish as senior position, ideally codified in legislation, and no more than two direct 

reports from the executive 
• Ensure multi-disciplinary support including executive, policy, law, human resource, and 

technology. 
• Provide financial resources as some functions and activities might require staff time and 

money to fix. 
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Chief Privacy Officers: Who Are They and Why Education Leaders Need Them 

Steps a CPO Can Take to Succeed 
• Serve as a resource to staff with a working style that approaches privacy from a 

perspective of being a resource to staff rather than a punitive enforcer of policy. 
• Cultivate privacy advocates as a CPO alone cannot solve all of an organization’s privacy 

problems, so to be successful, everyone must play a role in protecting student data. 
• Respond to current events because the demands on a CPOwill continue to evolve as 

policies and technologies change. 
• Collaborate with chief information security officer as a CPO will have different skill sets 

and responsibilities than a chief information security officer but both are critical to 
protecting student data. 

8 



           

    
           

        
      

             
  

             
 

         
          

        
     

Chief Privacy Officers: Who Are They and Why Education Leaders Need Them 

Data Governance and the CPO 
Consider data governancematurity model: How does the number of students served, 
systems maintained, data collected/managed determine level of privacy capacity needed? 
Alternatives to hiring a chief privacy officer could include: 

• Appoint an existing full-time employee as the organization’s privacy officer in addition to 
their other responsibilities 

• Establish a network of schools or school districts that can employ and share a chief 
privacy officer 

• Collaborate with and receive support from a state chief privacy officer 
• Establish a privacy working group that consists of people assigned to lead various 

components of a comprehensive privacy strategy who meet regularly to ensure all aspects 
of this strategy are being implemented 
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Chief Privacy Officers: Who Are They and Why Education Leaders Need Them 

Discussion Questions 
• Howwas your role created? 
• How do you spend your days? 
• What has made you successful? What has been challenging? 
• What's next/what are the upcoming privacy hot topics? 
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Chief Privacy Officers: 
Who They Are and Why Education

Leaders Need Them 

Georgia Department of Education 
Levette Williams, CPO 

11 RichardWoods, Georgia’s School Superintendent | GeorgiaDepartment of Education | EducatingGeorgia’s Future 



           

    
      

  
 

       
     
       
      

   

How was your role created? 
• Georgia Law: Student Data Privacy, Accessibility, 
and Transparency Act 
• O.C.G.A. § 20-2-663 
• The State School Superintendent shall designate a 
senior department employee to serve as the chief 
privacy officer of the department to assume 
primary responsibility for data privacy and security
policy…… 

• Effective July 1, 2016 

12 RichardWoods, Georgia’s School Superintendent | GeorgiaDepartment of Education | EducatingGeorgia’s Future 
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How  Do You  Spend Your  Days? 



           

  
  
  
  
 

 

What has  
made you 
successful?  • Chief Information Officer 

• Chief Privacy Officer A team 
• Chief of Staff approach • Deputy for Policy 
• Internal Security Officer 
• General Counsel 

14 RichardWoods, Georgia’s School Superintendent | GeorgiaDepartment of Education | EducatingGeorgia’s Future 



           

     

 
    

        

      
   

    

 
  

What has made you successful? 

• Creating policies 
• Data Privacy and Data Security 

• Creating annual training courses required for all state
employees 
• Creating the Student Data Privacy Review Board 
• Ensuring Infrastructure Security 
• Implementing rules of operation for: 

• Developers 
• Database administrators 
• Data collection specialist 

15 RichardWoods, Georgia’s School Superintendent | GeorgiaDepartment of Education | EducatingGeorgia’s Future 



           

      

    

     
      

       

   
 

What are the upcoming privacy hot topics? 

Assisting LEAs with infrastructure security 

• GaDOE Technology Services Department is 
requesting additional funding to assist districts 
with infrastructure security in two areas utilizing 
a 3rd party vendor: 
A. Active Monitoring Services (servers) 
B. Phishing Campaigns 

16 RichardWoods, Georgia’s School Superintendent | GeorgiaDepartment of Education | EducatingGeorgia’s Future 



       

 
 

    

 
        

      

Protecting Privacy While Supporting Students Who Change Schools 

Contact Us 
Elizabeth Laird 
Senior Fellow, Student Privacy, CDT 
elaird@cdt.org 

Joseph Baranello
Chief Privacy Officer, New York City Department of Education 
JBaranello3@schools.nyc.gov 

LevetteWilliams 
Chief Privacy Officer, Georgia Department of Education 
lewillia@doe.k12.ga.us 

17 

mailto:elaird@cdt.org
mailto:JBaranello3@schools.nyc.gov
mailto:lewillia@doe.k12.ga.us


   

      

  

    

   

    

PLEASE COMPLETE THE 
EVALUATION!! 
• 4 ways: 

• Paper forms (submission boxes near registration table) 

• Go to https://www.surveymonkey.com/r/2019STATS-DC 

• Conference app under “Evaluation Forms” 

• Scan the QR code: 

Session Number: [Enter Your Session Number, i.e., 2-A] 

https://www.surveymonkey.com/r/2019STATS-DC
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