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A Brief Agenda

* Why should LEAs care so much about
transparency?

« Examples from the field

» PTAC's transparency review project
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Why are we talking about this
today?

* Rise in public discourse on data and student
orivacy.

» Rise in misinformation and confusion about the
issues.

- State-level legislative relating to data collection,
use, and sharing.

In the absence of information, people will just
assume the worst.
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40 States Have Passed 125 Laws
Since 2013

21 state laws legislate vendors and SEAs and/or
LEAS

* 6 state laws legislate vendors
13 state laws legislate SEAs and/or LEAs
10 states introduced by did not pass a law

Source: ferpasherpa.org/state-laws
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Why is Transparency Important?

 Parents expect openness and transparency
from schools and districts about their data
practices.

 Transparency allows a parent to evaluate if the
protection of their child’s personal information
meets their expectations.

» Schools and districts should take a proactive
approach in communicating with parents.

* The Department considers transparency in
privacy practices of utmost importance to
school districts
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Transparency - It's not just a good
idea!

* FERPA requires certain information be provided to
parents including:
« Annual notification listing rights under FERPA including:
 Right to inspect and review their education records.

* Procedure for exercising that right.

e Criteria for what constitutes a “School Official” and
“Legitimate Educational Interest”.

* Directory Information Policy including
« Types of information designated as directory information.
e Opt out provisions.

» PPRA requires districts notify parents of their rights

annually.
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Best Practice Recommendations for
Improving Transparency

Beyond Federal Privacy Law, the Department
recommends best practices for improving
transparency.

These reqommendations can be divided into
three main categories:

1. What information to communicate to

2.
3.

parents.
How to convey that information.

How to respond to parent inquiries about
student data policies and practices.
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What Information Communicate to
Parents

 As a best practice parents should be provided
with the following information about your
school’s or district's data and privacy practices:

What information are they
collecting about students?
Why?

How is the information
protected?

With whom is that information
being shared?
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What information are districts collecting
about students?

 Best Practice: Know exactly what data you have.

REMEMBER: The first step in protecting sensitive
information is knowing what information you have.
If you cannot provide a good reason for why you are
collecting a particular data element, you may want

to reconsider collecting it.
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Why are the districts collecting this
information?

 Best Practice: Know why you've got what you've
got!

REMEMBER: The volume of information being
collected by a district as part of its day to day
operations can be daunting. Consider providing
rationale for why the data is being collected,
whether it is to provide essential school services,
improve instruction or to comply with federal law.
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How is the information protected?

» Best Practice Recommendations:

 Have justification for district’s IT security and data
protection policies

« Have policies governing the use of student data at
the district level.

 Explain your data retention policies

* If you publish aggregate data, explain the privacy
protections to protect against disclosure of
student’s PIl in small cells.

REMEMBER: It is important to regularly train
your faculty and staff on these IT and data
protection policies.
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What information is shared with third
parties and/or external researchers?

Sharing with Third Parties:
» Consider posting contracts online.

 Provide a list of apps that are approved for
the classroom.

Sharing with Researchers:

» show parents the research findings.

» identify if you made any changes to
curriculum, policies, or programs as a result.

REMEMBER: Let parents know the reasons you are sharing
student data with a third party and explain the legal, contractual,
and policy protections in place to safeguard the data.
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Let’s pivot to ‘How to Communicate
with Parents’

* When communicating with parents about
the school’s or district’s data practices,
consider the following best practices to

iImprove accessibility and clarity of the
messages...

United States Department of Education, Privacy Technical Assistance Center




Recommendations on How to Communicate about
Data Practices

« Use your website as part of a multi-layered

approach to communication.
v"Match the sophistication of the message to the medium.
v"Post FERPA and PPRA notices on your website as a reference.
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Recommendations on How to Communicate about Data Practices

» Make your website user-friendly, searchable,
and easy to navigate.

v"Consolidate information about data practices and privacy
protections.

v'Clearly label the data practices/student privacy section and
ensure that users can quickly navigate to it from the
homepage with just one or two mouse clicks.

v"Add a "Search” tool to your website. And TEST it to make sure
it works properly!
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Recommendations on How to Communicate about
Data Practices
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e Be clear and consistent.

v"Use plain language whenever possible.
v"Provide examples to illustrate complex concepts or ideas.
v'Include a glossary.

v"Make sure that your website’s data practices section is
accessible to persons with disabilities.

v’ Translate information on your website into other languages
commonly spoken in your community.

v"Maintain consistency across communication mediums.
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Recommendations on How to Communicate about
Data Practices

* Leverage existing resources.

v"Link to relevant resources outside your district.

v"Pool resources with other districts — Don't feel you need to
invent everything yourself

THE FAMILY
EDUCATIONAL * FERP A
RIGHTS AND

PRIVACY
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Recommendations on How to Communicate about
Data Practices

« Have members of the community regularly
review websites for useability, comprehension,

and completeness.

v'Follow up with parents and students to ensure the site is user-
friendly.

v’ Solicit feedback from parents and students on recommended
improvements to the website
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Recommendations for Responding
to Parent Inquiries

» Sometimes parents or students will contact you
wanting additional information

e The Department of Education encourages
schools and districts to handle parental and
student inquiries about data privacy in a
responsive and meaningful fashion

* The best practices include...
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Recommendations for Responding
to Parent Inquiries (cont'd)

» Keep the lines of
communication open

e Review parental inquiries,
concerns, and suggestions in a
thoughtful and careful manner

» Respond to parental or student
Inquiries in a timely manner

* Periodically review old inquiries
and resolutions to evaluate your
communication and
transparency efforts
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Let's look at some examples...
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Denver Public Schools

Student Data Privacy

Links

STAFF: REQUIRED VIDEO & GUIDANCE PUBLIC TRANSPARENCY LEGAL
e
- . Board Policy JRA/JRC Student
Required Video +
+

Using Online Tools — For Teachers
Students

Records/Release of Information on

Archives: Parent Consent Forms
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Michigan’s Center for Educational
Performance and Information

CEPI Home Contact CEPI

Center for Educational
Performance and Information

About CEPI

CEPI Aoplicati What is CEPI? Submit data to CEPI Find and use CEPI data
pplications

Welcomel
CEPI

T CEPI is proud to serve as the agency responsible for collecting,

it securely managing, and reporting education data in Michigan.

Whether you're a parent locking for the best fit for your child, a
member of the education community seeking data to inform your
practices, a policy-maker or researcher evaluating our state's
education policies, or simply a Michigan citizen seeking transparent
and unbiased information en how our schools and students are

performing, CEPI is eager to help with your information needs. L
Nonpublic Schools
MI School Data Tom Howell, Director

Micugar Log in to CEPI Applications:
Longitudinal Data

System

Help and Support
School Data

Quick Links Privacy and Securi Data Use Stay Connected
Related Sites Pupil Privacy How Data Are Used

MPAAA Application Security Forms How CEPI Protects Data n u
Michigan Dept. of Education Account Maintenance Citing CEPI Data CEPI Announcements
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www.doe.in.gov/accountability/data-collection

Glenda Ritz, Indiana Superintendent of Public Instruction

HOME PARENT PORTAL ADMINISTRATORS EDUCATORS COMMUNITY DATA Search

Home > Accountability > Data Collection

Data Collection

T 13 43T # T T Foadarad Man 17 /05 AT 5 I e

osled” fue, Vo sl 000 — Soolam vpgated for, U 2720000 —

Welcome to the Data Collection Home Page. Data collected on students, employees, and schools are used for
state and federal reporting and collected via the 5TN Application Centerg or DOE-Onlineg by the department.
In the Data Collection and Reporting Community in Learning Connection @ you will find specific requirements,

s instructions and technical support for submitting data in a timely and accurate manner. The Data Collection and
Accountabil |ty Reporting Help & page will have direct links to data layouts and current postings.

A-F Accountability
Data Collection Areas to EXD'OI'E

Data Center

January

- Where Data Are Collected
- When The Data Are Collected
- How The Data Are Collected
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http://www.doe.in.gov/accountability/data-collection
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PTAC’s Website Transparency Review
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Department Strategic Objective 3

Strengthen the quality, accessibility and use of
education data through better management,
increased privacy protections and transparency.

« Strategic Objective 3.2

 Improve privacy protections for, and transparency of,
education data both at the Department

* Review a representative sample of Local Educational
Agency websites for the transparency of their data
practices and compliance with federal privacy laws when
contracting with third party vendors.

26 United States Department of Education, Privacy Technical Assistance Center




Why ED is undertaking this project

* Fordham University 2013 Report
v'LEA's doing a poor job projecting privacy (ed tech)
v’ Districts weren't properly informing parents
v"Contracts had weak, non-privacy/security centric controls

However, there were some methodological issues from the
conclusions drawn based on sampling strategy employed.
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PTAC's Approach to Website Transparency
Review

* Develop appropriate, representative sampling
strategy representative of the nation’s school
districts

 Devise a survey and audit checklist to assess
legal compliance and best practice approaches
employed by districts via their website

» Develop a series of public reports with detailed
summaries of findings and best practices for
districts to improve student privacy
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Objectives

v'Inform ED/OCPO staff of the current state of privacy and
transparency relating to data practices across the country

v" Better ED prioritization of guidance and TA

v"Provide concrete feedback on privacy compliance and
transparency best practices to each LEA in the sample to help LEA's
improve data privacy practices

v"Yearly public reports that allow SEA/LEA officials to address privacy
and transparency within their jurisdictions
v No LEA's will be identified in our public reports
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Sample Criteria

e Availability of required notices (FERPA, DI)

» Content of required notices (readability,
specificity, etc.)

» Data page on LEA website

* Legal compliance with 3™ party contracting
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Draft Timeline

Summer 2018 — SamBIing criteria reviewed and
approved by NCES/E

September 2018 — Survey Finalized

September 2019 — 35% of website reviews completed,
iIndividualized reports sent to reviewed LEAs

September 2019 — 2022 — Remaining LEA websites,
reviewed and individualized reports’in corresponding
years sent to LEAs which were reviewed

Late Fall 2022 — Final Report on review project
completed
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Time for Discussion!

* Thoughts on LEA website review/approach?

» Best practices you can share regarding
district/SEA partnerships with DS/Privacy?

* Needed resources from CCSSO partners and/or
peers in the room?
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Where do | start?

» PTAC Guidance Videos
» Transparency Best Practices

* USE CLEAR, SIMPLE LANGUAGE
* PROVIDE EXAMPLES
* INCLUDE GLOSSARY

HOW TO USE YOUR DISTRICT'S WEBSITE PARENT THARE [T i FEIR.PAGENTE 19
FIND INFORMATION

COMMUNICATION
;(388: EK‘IFIAICLJA;—EE ;VALHSZ)EF:JER[\:;\SI STRATEGY > CONSOLIDATE INFORMATION

>PROVIDE CLEARLY LABELED
LINK FROM THE HOME PAGE

Privacy Technical Assistance Center
U.S. Department of Education
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http://ptac.ed.gov/ptac-guidance-videos
http://ptac.ed.gov/document/Transparency-Guidance

CONTACT INFORMATION

United States Department of Education,
Privacy Technical Assistance Center

L 8552493072
(202) 260-3887

@ privacyTA@ed.gov

I:I https://studentprivacy.ed.gov

= (855) 249-3073
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