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Reality Check: How FERPA guidelines are handled by all levels of the education system
MIS conference Spring 2009

Bertha Doar, Director of Data Analysis and Quality Management
Rockwood School District (St. Louis County)
Eureka, MO  63025
doarbertha@rockwood.k12.mo.us

www.rockwood.k12.mo.us
Procedures for School and General Staff members
Director of Guidance and Counseling is the contact person for all district staff members regarding FERPA rules and regulations

· One person or central location to handle all FERPA questions and oversee training and adherence to the rules

· Annual letter to parents (see sample)

· Registrar’s annually trained or updated on FERPA procedures and designated to update the student information system according to the parental request

· Staff members must shred paper reports with student identification information

· Computer screens with student information should not be left visible to non-approved staff

Note our student information system has a student/parent portal that allows students/parents access to student records, homework assignments, etc.

Procedures for Data Access

Data processing and the respective departmental supervisors determine who is allowed access to protected data such as:

· Socio economic indicator (i.e. free/reduced fee lunch/meals)

· Health records/information beyond basic alerts (peanut or bee sting alerts, etc.)

· Discipline record and information

Procedures for Data Analysis

Director of Data Analysis 

· Screens data requests for internal and external research projects to ensure student, staff and district privacy are protected and data are used appropriately

· Screens for approval research/program evaluation surveys, etc. to prevent asking sensitive questions (see PPRA ), and to ensure participants understand the voluntary nature and/or parental approval is sought

· Suppresses information in public data reports when cell sizes represent 5 or fewer students

· Outside guardian/parental requests for copies of student scores must be verified by photo identification and school records indicate allowed access

HOW TO PEACEFULLY & EASILY CO-EXIST WITH FERPA

CLASS LISTS

1. Class lists may be posted for 3 days at the beginning of school to help students/parents find classrooms easily.  After 3 days, lists should be removed.

2. After that 3 day period, if teacher names would indicate that a child is an exceptional learner, class lists by teacher may not be given out.

DIRECTORY INFORMATION AND BUZZ BOOKS

1. Directory information for buzz books should come from the directory information in our student management system.  For buzz books, that would include: student name/address/phone number.  Birth dates may also be listed if they are not excluded by parents.  Teacher name and grade may be listed as long as all “homerooms” are heterogeneously grouped.

2.
Students may be listed by team at the middle school level, unless their parents have excluded their information.

3.  Email addresses are not considered to be directory information.  If those pieces of information are desired, the PTO may solicit those in writing from parents.  It’s always best to have a parent signature approving such information.

PHOTOGRAPHS

1. Any student may have his/her photograph taken by the school photographer, if the family wishes.  However, only those children whose parents have not excluded photos may be included in the yearbook.  If a parent excludes photos, they do not have the choice of which publications are excluded.  It is all or nothing.  It is possible that some photographers may choose not to photograph excluded children.  Parents of excluded children should discuss this with the photographer.

2. Any photographs taken at school, i.e. during parties, etc., need to be approved for use in publications and/or displays by the administrator.  The administrator will ensure that any child in the photograph has parent permission to be photographed.

ROOM MOTHERS/PTO

1. Room mothers should be provided with the first names and number of students in the class they are serving, so that every child may take part in celebrations.  

2. When doing birthday boards, etc., please protect the safety of our children by not using names on photographs that are displayed on a bulletin board.  Only photos of children whose parents have not excluded photos may be displayed.  Administrators may want to discuss this with PTOs because not all children will be treated consistently, due to exclusions.

3. Valentine’s Day lists of first names, etc. may be given to students for the purpose of making sure that all students are remembered.  

4. New student/new family information is often requested by PTOs as part of their welcome activities to the district.  This information should be provided to PTO for this purpose.

Dear Parents,

The Family Educational Rights and Privacy Act (FERPA) affords parents and students over 18 years of age ("eligible students") certain rights with respect to the student's education records.  These rights are:

1) The right to inspect and review the student's education records within 45 days of the day the school receives a request for access.

Parents or eligible students should submit to the school principal a written request that identifies the record(s) they wish to inspect.  The administration will make arrangements for access and notify the parent or eligible student of the time and place where the records may be inspected.

2)  The right to request the amendment of the student's education records that the parent or eligible student believes are inaccurate, misleading, or otherwise in violation of the student's privacy rights under FERPA.

Parents or eligible students who wish to ask the school to amend a record should write the school principal, clearly identify the part of the record they want changed, and specify why it should be changed.    If the school decides not to amend the record as requested by the parent or eligible student, the school will notify the parent or eligible student of the decision and advise them of their right to a hearing regarding the request for amendment.  Additional information regarding the hearing procedures will be provided to the parent or eligible student when notified of the right to a hearing.

3)  The right to consent to disclosures of personally identifiable information contained in the student's education records, except to the extent that FERPA authorizes disclosure without consent.

One exception, which permits disclosure without consent, is disclosure to school officials with legitimate educational interests.  A school official is a person employed by the school as an administrator, supervisor, instructor, or support staff member (including health or medical staff and law enforcement unit personnel); a person serving on the school board; a person or company with whom the school has contracted as its agent to provide a service instead of using its own employees or officials (such as an attorney, auditor, medical consultant, or therapist); or a parent or student serving on an official committee, such as a disciplinary or grievance committee, or assisting another school official in performing his or her tasks.  A school official has a legitimate educational interest if the official needs to review an education record in order to fulfill his or her professional responsibility.

4)  The right to file a complaint with the U.S. Department of Education concerning alleged failures by the school district to comply with the requirements of FERPA.  The name and address of the Office that administers FERPA are:




Family Policy Compliance Office




U.S. Department of Education




400 Maryland Avenue, SW




Washington, DC  20202-5920

Under the federal Family Educational Rights and Privacy Act (FERPA), certain information about students has been designated as “Directory Information.”  

The Rockwood School Board, in regulation 2400, has identified directory information to include: student’s name; student’s birth date; the address of the student; the phone number of the student; grade level; major field of study; participation in officially recognized activities and sports; weight and height of members of athletic teams; dates of attendance; degrees and awards received; the most recent previous school attended; and photographs.

The Rockwood School District may disclose this directory information without a parent’s consent.

This information is requested annually, and must be renewed annually.  If you do not want this information released, you have the right to refuse its disclosure. You may do this by providing the district with written notice of the information you do not want to be shared about your child(ren).  Attached to this letter is a “Refusal to Permit Disclosure Form.” 

Only return the attached form if you wish to have specific information regarding your child excluded.

If you decide to refuse the release of this information, please refer to the clarifying information below:

· Names, addresses, phone numbers, birth dates:  If you choose to exclude any of this information for your child, it will not be printed in the Buzz Book or on any class-type lists.  This would exclude your child from being included in the Buzz Book, on lists for Valentine’s Day, birthday announcements, PTO lists, etc.  If your phone number is shown as unlisted in our student management system, it will not be included in directory information.
· Degrees and awards received:  This information would include activities such as winning the spelling bee, being the Geography Bee Champion, and winning scholarships.  Information published for Honors Night would also fall into this category.  If you choose to exclude this for your child, any awards received by your child will be excluded from any district publications and/or awards ceremonies.

· Photographs:  This includes any/all photographs taken at school.  If you choose to exclude this for your child, his/her picture will not appear in any district publication, including the yearbook (this is the official school yearbook photograph taken by the contracted photographer) and/or team pictures.  This does not include candid shots taken at public events or referencing those photographs in the index of the yearbook.  NOTE:  If a parent has a situation in which exclusion of a child's photograph is critical, please contact Dr. Sharon Sevier.

· Military Recruiters:  Military recruiters may request names, addresses and phone numbers of students.  You may exclude your child’s information from being released to the military by checking the appropriate box.  

Refusal to Permit Disclosure forms need to be signed, dated, and returned to the main office of your child’s school by August 22, 2008.   Again, only return this form if you wish to have information about your child excluded.  If you should have any questions, please contact me at 636-938-2391 or at seviersharon@rockwood.k12.mo.us
Sincerely,

Sample presented by Rockwood School District

500 North Central Avenue

Eureka, MO  63025

Liaison to the NCES Forum is Bertha Doar

Family Educational Rights & Privacy Act (FERPA)

Refusal to Permit Disclosure

Rockwood School District, under the federal Family Educational Rights and Privacy Act (FERPA), may disclose appropriately designated “Directory Information” without written consent, unless parents/guardians have advised the District to the contrary in accordance with the District procedure.  This information is requested annually, and must be renewed annually.

Directory information can be disclosed to outside organizations without a parent’s prior consent.  Outside organizations include, but are not limited to, companies that manufacture class rings or publish yearbooks.  Only a parent or student (18 years of age or older) who wishes to have any/all of the designated “Directory Information” withheld from outside parties is to complete this form.

In addition to the requirements of FERPA, two federal laws require local educational agencies to provide military recruiters, upon request, with the names, address and telephone listings of secondary students unless the secondary student or the student’s parents have advised the school in writing that they do not want the student’s information disclosed.

Place an “x” in front of any information listed below that you do not wish to have disclosed about your child.  Sign and date the form and return it to the Main Office of your child’s school by August 22, 2008.  Do not return this form if no information is to be excluded.
In accordance with Board of Education policy/regulation #2400, the Rockwood School District has designated the following as “Directory Information” for FERPA:

_____Student’s name

_____Address of student 

_____Name of parent/guardian

_____Grade level

_____Teacher/Team/Grade Level Assignment

_____Telephone number of student 

_____Date of birth

_____Major field of study

_____Participation in officially recognized activities and sports

_____Weight and height of members of athletic teams

_____Dates of attendance

_____Degrees and awards received

_____Most recent school attended

_____Photographs

Place an “x” in the following blank if you do not wish to have the student’s name, address, and telephone number disclosed to military recruiters:

_____Military recruiter information

Except for the directory and military recruiter information indicated above, the District will obtain a signed and dated written consent from the parent/guardian or eligible student prior to disclosure of personally identifiable information.  In accordance with FERPA and the Missouri Safe Schools Act, the Rockwood School District will disclose information to other schools in which a student intends to enroll upon request of such schools.

In accordance with FERPA and other applicable law, the Rockwood School District will disclose information to school officials who have a legitimate educational interest in the records, to authorized federal and state agencies and authorities, to law enforcement officials, to the Juvenile Court, with respect to financial aid applications, to conduct studies, to accrediting institutions, in response to a lawfully issued subpoena, in a health or safety emergency, and as otherwise required or permitted by law.

Student Name_______________________________________________
Date of Birth__________________

Parent/Guardian Signature_____________________________________
Date_________________________

Student Signature (if 18 years and older)__________________________
Date_________________________

Surveys Funded by Sources Other than U.S. Department of Education
The new provisions (contained in subsection c) apply (as does FERPA) to educational agencies or institutions that receive funds from any program of the Department of Education. Thus, public elementary and secondary schools are subject to the new provisions of PPRA. Here are the new requirements:

· Schools are required to develop and adopt policies - in conjunction with parents - regarding the following - 

1. The right of parents to inspect, upon request, a survey created by a third party before the survey is administered or distributed by a school to students. 

2. Arrangements to protect student privacy in the event of the administration of a survey to students, including the right of parents to inspect, upon request, the survey, if the survey contains one or more of the same eight items of information noted above. 

3. The right of parents to inspect, upon request, any instructional material used as part of the educational curriculum for students. 

4. The administration of physical examinations or screenings that the school may administer to students. 

5. The collection, disclosure, or use of personal information collected from students for the purpose of marketing or selling, or otherwise providing the information to others for that purpose. 

6. The right of parents to inspect, upon request, any instrument used in the collection of information, as described in number 5. 

· Local educational agencies (LEAs) must "directly" notify parents of these policies and, at a minimum, shall provide the notice at least annually, at the beginning of the school year. The LEA must also notify parents within a reasonable period of time if any substantive change is made to the policies. 

· In the notification, the LEA shall offer an opportunity for parents to opt out of (remove their child) from participation in the following activities: 

· Activities involving the collection, disclosure, or use of personal information collected from students for the purpose of marketing or for selling that information, or otherwise providing that information to others for that purpose. 

· The administration of any third party (non-Department of Education funded) survey containing one or more of the above described eight items of information. 

· Any non-emergency, invasive physical examination or screening that is: 1) required as a condition of attendance; 2) administered by the school and scheduled by the school in advance; and not necessary to protect the immediate health and safety of the student, or of other students. 

· In the notification, the LEA shall notify parents the specific or approximate dates during the school year when these activities are scheduled. 

· An LEA is not required to develop and adopt new policies if the State educational agency (SEA) or LEA has in place, on the date of enactment of the No Child Left Behind Act of 2001, policies covering the requirements set forth in this law. 

· The requirements concerning activities involving the collection and disclosure of personal information from students for marketing purposes do not apply to the collection, disclosure, or use of personal information collected from students for the exclusive purpose of developing, evaluating, or providing educational products or services for, or to, students or educational institutions, such as the following: 

· College or other postsecondary education recruitment, or military recruitment. 

· Book clubs, magazines, and programs providing access to low-cost literacy products. 

· Curriculum and instructional materials used by elementary schools and secondary schools. 

· Tests and assessments used by elementary schools and secondary schools to provide cognitive, evaluative, diagnostic, clinical, aptitude, or achievement information about students. 

· The sale by students of products or services to raise funds for school-related or education-related activities. 

· Student recognition programs. 

· This law is not intended to preempt applicable provisions of State law that require parental notification. 

· This law does not apply to any physical examination or screening that is permitted or required by State law, including such examinations or screenings permitted without parental notification. 

· The requirements of PPRA do not apply to a survey administered to a student in accordance with the Individuals with Disabilities Education Act (IDEA). 

· These requirements do not supersede any of the requirements of FERPA. 

· The rights provided to parents under PPRA transfer from the parent to the student when the student turns 18 years old or is an emancipated minor under applicable State law. The law applies to LEAs, but does not apply to postsecondary institutions. 

· An SEA or LEA may use funds provided under part A of title V of the ESEA to enhance parental involvement in areas affecting the in-school privacy of students. 

Definition of some terms used in PPRA
"Instructional Material" - instructional material that is provided to a student, regardless of format, including printed or representational materials, audio-visual materials, and materials in electronic or digital formats (such as materials accessible through the Internet). The term does not include academic tests or academic assessments.

"Invasive Physical Examination" - any medical examination that involves the exposure of private body parts, or any act during such examination that includes incision, insertion, or injection into the body, but does not include a hearing, vision, or scoliosis screening.

"Personal Information" - individually identifiable information including: 1) a student or parent's first and last name; 2) home address; 3) telephone number; or 4) social security number.

The Department will issue regulations to reflect the changes in FERPA and PPRA. The Family Policy Compliance Office (FPCO) in the Department of Education administers both FERPA and PPRA. Informal inquiries may be sent to FPCO via the following email addresses: FERPA@ED.Gov and PPRA@ED.Gov.



Family Policy Compliance Office
U.S. Department of Education
400 Maryland Avenue, SW
Washington, D.C. 20202-4605
Taken from: http://www.ed.gov/policy/gen/guid/fpco/hottopics/ht10-28-02.html
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