
Guide to Confidentiality

Governing Legislation

· FERPA (Family Educational Rights and Privacy Act)

· Protects the privacy of student education records. Applies to all schools that receive funds under an applicable program of the U.S. Department of Education.

· Access to overview: http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
· HIPAA (Health Insurance Portability and Accountability Act)

· Created to improve health insurance portability, prevent health care fraud and misuse, simplify health care administration, and protect the privacy of an individual’s health information

· Applies to schools as providers of health insurance for staff

· Education records protected by FERPA are exempt from the HIPAA privacy rule.

Legislative Facts

· FERPA applies to students’ education records, including health records maintained by the school or a party acting for the school.

· FERPA requires the consent of parents or eligible students (i.e., students who have reached 18 years of age or are attending a post-secondary institution at any age) before personally identifiable information from education records is disclosed.  There are exceptions to this general consent rule, such as the disclosure of directory information, should parents object.

· Schools must annually notify parents and eligible students of their rights under FERPA. A model notification may be found at http://www.ed.gov/policy/gen/guid/fpco/ferpa/lea-officials.html
· State confidentiality laws and regulations may be more stringent than federal rules (e.g., Ohio).

Confidential Data Elements

Student

· Social Security Number

· Student health information

· Discipline information (infractions, outcomes, etc.)

· State-assigned student ID

· Lunch status (free or reduced lunch)

· Socioeconomic status

· Title I status

· IEP status and details

· Exceptionality

· Individual assessment results and course grades

· Migrant status, homeless status

· Medicaid status

· Other data elements parents may request to exclude from directory

Staff 

· Social Security Number

· Health information

· Other contract issues

Other Issues to Be Addressed

· Avoid making public any reports in which confidential information is implicit within the aggregate numbers (e.g., showing that 100 percent of School A students are on free or reduced lunch; publishing the achievement level of the Black students in School B, when there is only one Black student in that school).

· Establish data release procedures and protocols.

· Implement procedures for responding to a data breach.

· Identify parents’ opt-out choices and establish procedures to communicate and implement those choices.
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