
U.S. DEPARTMENT OF EDUCATION 
INSTITUTE OF EDUCATION SCIENCES 

NATIONAL CENTER FOR EDUCATION STATISTICS 

June 18, 2018 

Dear SLDS Grantees and Colleagues, 

The Statewide Longitudinal Data System Grant program, established in 2002 through the Educational 
Technical Assistance Act, has made grants to 51 states and territories since 2006. SLDS grants support 
States' efforts to design, develop, and implement longitudinal data systems that help states, districts, 
schools, educators, and other stakeholders to make data-informed decisions to improve student 
learning and outcomes, facilitate research to increase student achievement and close achievement gaps, 
and satisfy reporting requirements. It is critically important that systems are enacted to safeguard the 
privacy of students represented within the data being managed. One of the Technical Requirements 
detailed in the Grant Program's Request for Proposals is that IIAn SLDS must ensure the confidentiality 
of student data, consistent with the requirements of the Family Educational Rights and Privacy Act 
(FERPA, 20 U.S.C. § 1232g; 34 CFR Part 99), as well as any other applicable Federal and State laws or 
regulations concerning the confidentiality of individual records. The system should also include public 
documentation that clearly articulates what data will be accessible, to which users, and for what 
purposes." The purpose of this letter is to remind everyone working with student longitudinal data 
systems about the importance of student privacy and data security and of the many technical assistance 
resources available to them. The letter also clarifies several new requirements within SLDS grant 
reporting. 

Safeguarding student privacy has always been of great importance to the SLDS Grant Program and to 
the US Department of Education. FERPA gives parents certain rights with respect to their children's 
education records. These rights transfer to the student when s/he reaches the age of 18 or attends a 
school beyond the high school level. The access and recording provisions of FERPA have implications for 
the proper management of an SLDS. While FERPA requires education agencies to implement reasonable 
methods to prevent the unauthorized disclosure of students' private information, the law does not 
detail specific security measures. 

Data security is an ever changing game. In 2018 it is getting easier and easier for unauthorized 
individuals to hack into online systems. Educat ion systems are often seen as "low hanging fruit" for 
hackers trying to obtain private personal information. Other industries such as the military, healthcare 
and finance have invested far greater levels of resources in their IT security, which makes education an 
easier target. It is critical that data be protected from both internal threats and external threats. 
Internal threats may include agency employees accidentally exposing data to unauthorized use, 
intentional misconduct, accessing data unnecessarily out of curiosity, and engaging in poor practices, 
such as using unsecured wireless internet connections or sending data via email. External threats 
include the hackers and cyber criminals, socia l engineering attacks, and malware and ransomware 
intrusion. Additionally, data may be at risk due to system vulnerabilities introduced by old or unpatched 
software, machines without adequate physical security, internet connected devices creating potential 
avenues for cyber-attacks, and unused and potentially forgotten equipment that might still provide 
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access to sensitive information. Fina lly, it is important to remember that while electronic records are 
more prevalent in education agencies today, paper records also can be at risk of unauthorized 
disclosure. 

The US Department of Education's Privacy Technical Assistance Center (PTAC) recommends that 
education agencies implement a set of security controls that are in line with current, accepted practices 
for data of a similar sensitivity. Notably, States may place additional requirements on education 
agencies to protect data. Processes and systems must be set up in order to prevent data from being 
lost, inappropriately accessed, or stolen. It is critical that States provide ongoing t raining to agency 
employees on data security processes, systems and practices, as well as potential threats to data 
security, in order to help ensure that data are protected. 

Technical Assistance for States 

Education agencies need not address data security and privacy in isolation. Both the Statewide 
Longitudinal Data System Grant Program and the Privacy Technical Assistance Center provide assistance 
to education agencies to support their critical efforts to safeguard student data. States receive support 
during national meetings (for example, at the NCES STATS-DC Conference and the Statewide 
Longitudinal Data Systems Annua l Best Practices Conference), and through regional meetings and 
webinars supported by the SLDS Program's technical assistance contract. The SLDS program's technical 
assistance arm, working collaboratively with PTAC, also has produced Issue Briefs that provide general 
information about common threats to the security of education data systems, steps that education 
agencies could take to minimize t he risk of a data breach, and strategies for addressing the effectiveness 
of data security measures. Additionally, PTAC has crafted guidance for education stakeholders on data 
privacy, confidentiality, and security practices related to student-level longitudinal data systems and 
other uses of data. PTAC also will review State documentation to see if State policies and procedures 
are aligned with best practices in the field. 

An overview of data security related changes made to SLDS program monitoring protocols is attached to 
this letter. If my office can be more helpful to your state in your efforts to secure student data and 
protect the privacy of individuals within the data, please do not hesitate to reach out to me, or to Nancy 
Sharkey (nancy.sharkey@ed.gov), with feedback and input on your needs. I look forward to continuing 
our collaborative work to ensure that better decisions can be made from better data, while protecting 
those data from unauthorized access. 

Sincerely, 

k nt~!..:ro~s~s"-=.s~a~n~tx.i::::~c:J>.!:!..!. 
Associate Commissioner, Aaministrative Data Division 
National Center for Education Statistics 
Institute of Education Sciences 
US Department of Education 

To see the FYlS SLDS RFA, see https://ies.ed.gov/funding/pdf/2016 84372.pdf. 
For additional information about FERPA, see https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html. 
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For SLDS Issue Briefs regarding Data Security and Privacy, see SLDS Issue Brief: Securing Your SLDS 
(https://slds.grads360.org/#communities/pdc/documents/15024) and SLDS Issue Brief: Preparing for an SLDS 
Security Audit (https://slds.grads360.org/#communities/pdc/documents/15092 ). 
For additional information about the SLDS program, see https://nces.ed.gov/programs/slds/. 
For additional information about PTAC, see https://studentprivacy.ed.gov/about-us. 
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Attachment: Recent and Proposed Changes to SLDS Monitoring Regarding Data Security 

To better ensure that grantee States are complying with the data security requirements in the SLDS RFA, 
SLDS program monitoring for grantees has recently been modified. Site visits, monthly project 
monitoring calls, and Annual and Final Performance Reporting now include specific questions pertaining 
to data security and privacy. 

Site visits 

Established guiding questions are used by t he SLDS Program Officer to direct the conversation on site 
visits. New guiding questions and prompts regarding data security and privacy include: 

• Please describe how you are in compliance with your State's IT regulations, including data 
security and data privacy regulations. 

• Have there been any forma l or informal audits of your systems in the last 18 months? If so, 
please share the findings of those audits and any mitigations taken as a result of the findings. If 
not, have you had any informal reviews of system access, processes in the last 18 months? 

• Describe your proactive monitoring of your security configurations for your SLDS. How often do 
you review the security configurations, roles of users with access, and deletion of inactive 
accounts such as departing employees, terminations or additions of staff members? 

• Describe your staff process for maintaining alignment with your state IT security requirements 
such as patch management, vulnerability scanning, and protective devices such as firewalls and 
intrusion detection/prevention systems. Do you have agency policies that align with state 
policies? 

• Describe your organization's policy and procedure for a data breach such as unauthorized 
access, data theft, data loss or vendor data breach. Have you tested your policies with 
appropriate staff including, but not limited to, IT staff, leadership, public information officers 
and other appropriate state agencies? Do you have a data breach/incident response plan? 
Please provide us a copy. 

States are asked to provide evidence of awareness of and compliance with federal and State data 
security and privacy regulations in advance of the site visit. Staff from PTAC work with the SLDS 
program officer to review the evidence provided and the documents are used while on monitoring site 
visits. Examples of evidence states are being asked to provide include: 

• Data security policies 
• Staff access policies 
• Acceptable use policies 
• Associated State IT security policies 
• Researcher access agreements/policies 

States are also asked to provide documentation that helps the SLDS monitoring team understand the 
context for data security and privacy in the State, including: 

• Data flow documentation (planned and/or implemented) 
• Data Governance policies 
• Organizationa l charts showing were the project fits into the organizational structure 

Monitoring Calls 
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Monthly monitoring calls also include greater discussion of data security and privacy. This includes 
asking States to describe any security audits that have taken place or are taking place that affect the 
SLDS program. Similarly, when States discuss data sharing agreements or the adoption of new hardware 
or software, program officers ask States to describe how these new system features fit into State laws 
and regulations regarding system security and the protection of personally identifiable information. 

Annual Performance Reports and Final Performance Reports 

Annual and Final Performance Reports are also being amended to include additional questions about 
compliance with the RFA requirement to ensure the confidentiality of student data, consistent with the 
requirements of the Family Educational Rights and Privacy Act (FERPA), as well as any other applicable 
Federal and State laws or regulations concerning the confidentiality of individual records. While these 
amended forms and directions are currently being reviewed and approved, it has been proposed that 
States actively affirm in the reports that they are aware of federal and State data security and student 
privacy regulations. States would be asked to provide a summary of policies and procedures that are in 
place to ensure compliance, with related attachments, t hat may include, for example: 

• Data security policies 
• Staff access policies 
• Acceptable use policies 
• Associated State IT security policies 
• Researcher access agreements/policies 

JES Risk Management Monitoring Worksheet 

States are assessed annually to determine the extent the grant is at risk in terms of project performance, 
financial compliance, and administrative/management responsiveness. The Risk Management 
Monitoring Worksheet includes a risk assessment associated with whether grantees are meeting RFA 
requirements. This assessment question has been amended to include an assessment of whether the 
RFA requirement pertaining to data security and privacy is being met. Specifically, the Performance 
Indicator now directs the Program Officer to assess whether the grantee has 

... met all RFA Requirements (i.e. progress towards meeting 12 COMPETES Act Elements, 
matching teacher and student data, examining student progress from preschool through 
postsecondary education and into the workforce, exchanging data among agencies within and 
across States, matching teachers with information about their certification and teacher 
preparation programs, generating reports used for continuous improvement and decision-
making, met federal reporting requirements, and/or ensure high quality and integrity data 
within the system, and protecting student and individual privacy consistent w ith all Federal 
and State laws and regulations regarding system security and the protection of personally 
identifiable information (emphasis added). 

Program Officers will use the information provided with the Performance Report, and on site visits and 
monitoring calls to assess State performance on this indicator. 
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