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KANSAS STATE DEPARTMENT OF EDUCATION (KSDE) DATA ACCESS AND USE POLICY---
PERSONALLY-IDENTIFIABLE STUDENT INFORMATION 

I.
POLICY STATEMENT

The Kansas State Department of Education (KSDE) does not permit access to, or the disclosure of, student education records or personally-identifiable information contained therein (other than directory information) except for purposes authorized under the Family Educational Rights and Privacy Act (FERPA).

II.
PURPOSE



This policy establishes the procedures and protocols for collecting, maintaining, disclosing, and disposing of education records containing personally-identifiable information about students.  It is intended to be consistent with the disclosure provisions of the federal Family Educational Rights and Privacy Act (FERPA).  Also, it is noted that, since this policy concerns only personally-identifiable information contained in students' education records, the information is not subject to access or disclosure under the Kansas Open Records Act (KORA), and KSDE policies implementing that Act are inapplicable to the information that is the subject of this policy.

III.
DEFINITIONS

A.
"Directory Information" means:

1.
Student's name, address, telephone listing, and date of birth;

2.
Parent or lawful custodian's name, address, and telephone listing;

3.
Grade level classification;

4.
Dates of attendance, dates of enrollment, withdrawal, re-entry;

5.
Diplomas, certificates, awards and honors received; and

6.
Most recent previous educational institution attended.

B.
"Disclose" or "Disclosure" means to permit access to, or to release, transfer,


or otherwise communicate, personally-identifiable information contained in


education records to any party, by any means, including oral, written, or


electronic means.

C.
"Education Records" means any information or data recorded in any medium,


including but not limited to handwriting, print, tapes, film, microfilm, and


microfiche, which contain information directly related to a student and which


are maintained by KSDE or any employee, agent, or contractor of KSDE.

D.
"Maintain the Confidentiality" means to preserve the secrecy of information by 
not disclosing the information.

E.
"Personally-identifiable" means data or a record that includes any of the


following:

1.
The name of a student, the student's parent or other family member;

2.
The address of the student;

3
A personal identifier, such as the student's social security number or an


assigned student number;

4.
A list of personal characteristics which makes the student's identity easily


traceable; or

5.
Other information which makes the student's identity easily traceable.

F.
"Security" means technical procedures that are implemented to ensure that


records are not lost, stolen, vandalized, illegally accessed, or improperly


disclosed.

G.
"Student" means any person who is or has attended public or accredited


nonpublic school and for whom KSDE maintains education records or


personally-identifiable information.

IV.
INFORMATION TO BE MAINTAINED 

It is anticipated that KSDE will collect and maintain personally-identifiable information from education records of Kansas students, to include:

A.
Personal data which identify each student.  These data may include, but are not limited to, name, student identification number, address, race/ethnicity, gender, date of birth, place of birth, social security number, name and address of parent or lawful custodian;

B.
Attendance data;

C.
Data regarding student progress, including grade level completed, school attended, academic work completed, and date of graduation;

D. Standardized test scores;

E. Data regarding eligibility for special education and special education services provided to the student; and

F. Data regarding eligibility for other compensatory programs and special program services provided to the student.

Student information may be maintained in one or more student data systems.  All systems shall be subject to this policy.


V.
MEASURES TO MAINTAIN THE CONFIDENTIALITY OF STUDENT INFORMATION 

The KSDE shall utilize various procedures and security measures to ensure the confidentiality of student records.  These procedures shall include assignment of a unique identifier to each student, a system of restricted access to data, and statistical cutoff procedures.

A.
A system shall be developed to assign a unique Student ID to each Kansas


student.  The Student ID shall be computer generated and contain no


embedded meaning.  After being checked for duplicates, it shall become

permanently assigned.  Thereafter, when student data are received from districts by KSDE, KSDE will remove or encrypt the ID before storing the student data to increase the level of confidentiality.

B.
Security protocols shall be designed and implemented by the KSDE.  They shall limit who has access to the data and for what purposes.

C.
The KSDE also shall adopt statistical cutoff procedures to ensure that confidentiality is maintained.

D.
All KSDE personnel collecting or using personally-identifiable student information shall be provided instruction regarding procedures adopted in accordance with this policy.

E.
The KSDE shall maintain a current listing of agency personnel who have access to personally-identifiable student information.

VI.
DISCLOSURE OF DATA FOR RESEARCH

KSDE may disclose confidential personally-identifiable information of students to organizations for research and analysis purposes to improve instruction in public schools.  Any such disclosure shall be made only if the following requirements are met.

A.
The conditions in FERPA regulation 34 CFR 99.31(a)(6) are met.

B.
The research project is approved by the Commissioner of Education or an


Assistant Commissioner of Education, utilizing KSDE's criteria for


approving research requests.

C.
The recipient organization has signed the KSDE Confidentiality Agreement.

VII.
RECORD OF ACCESS

The KSDE shall maintain a record which indicates the name of any individual or organization external to KSDE that requests and is allowed access to students' educational records.  The record of access also shall indicate the interest such person or organization had in obtaining the information, as well as the date the requested data were disclosed.

VIII.
DESTRUCTION OF DATA

Personally-identifiable student information that is maintained by, or on behalf of, KSDE that is no longer needed shall be destroyed.  The manner of destruction shall protect the confidentiality of the information.

IX.
ACCESS TO STUDENT RECORDS BY PARENTS

The Kansas State Department of Education shall provide parents of students and students who are adults access to the education records of the students.  Any request for access to records shall be made in writing.

A.
Any proper request for access to inspect and review any personally


identifiable data relating to a student shall be granted without unnecessary


delay and, in no case, more than 45 days after the request is made.  However,

KSDE will require proof of identity before access to records is granted.

B.
If any record includes data on more than one child, the parents shall be


allowed to inspect and review only those data relating to their child.

C.
Parents shall be provided a response to reasonable requests for explanation or


interpretation of the data. 


Release of Confidential Information

Statutory Guidelines

Educational data is subject to the guidelines of The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) which is a Federal law that protects the privacy of student education records. The law applies to all schools that receive funds under an applicable program of the U.S. Department of Education.  In addition, Oregon Revised Statutes (ORS 326.565 and 336.187) and rules adopted by the State Board of Education (581-021-0220 through 0440) address the same disclosure considerations as federal law.

Oregon Department of Education (ODE) Policy regarding Confidential Data:

The ODE is compliant with FERPA.  Most individual student educational records, local education employee personnel records and most health records are exempt from disclosure and protected under this and various other confidentiality laws.

Information directly related to a student and maintained by the Department is considered to be confidential.   This information includes:

· Family information such as names, address, phone numbers, birth dates, personal and business financial data, household members’ social security numbers, household members’ employment information, household Temporary Assistance for Needy Families (TANF), Food Stamp, Food Distribution Program for Indian Reservations (FDPIR) benefits information.
· Personal information such as identification codes, grades, scores, courses taken, other specific information linked directly to a student or 

· Special Education Records

· Medical and Health records

· Video tapes and pictures of individuals or groups of 

· Free or Reduced Price eligibility status of individual students in USDA-funded school lunch, breakfast and milk programs, Summer Food Service Programs, and Child and Adult Care Food Programs
· All information used to determine benefits in USDA Child Nutrition Programs contained in: Confidential Application for Free and Reduced Price Meals or Free Milk; Confidential Income Statements Direct Certification Documents  
· All information collected to verify information submitted by households on confidential Applications for Free and Reduced Price Meals or Free Milk and Confidential Income Statements.
Conditional Release of Confidential Information to Contractors

According to FERPA, the ODE may grant a temporary release of confidential information to complete projects necessary to the agency’s mission.  Recipients of these data must provide assurances of the following:

· The data will only be used to complete the specific deliverables noted in the active contract

· The data will de destroyed once the project deliverables is received and approved by ODE

· Any reports of the data will be approved by ODE and compliant with ODE and Federal confidentiality policies

· Any persons or sub-contracting organization employed by the contractor who views or handles these data will sign a confidentiality form administered and maintained on file by the contractor

· The contractor accepts full responsibility and liability for any violation of ODE or Federal laws and rules regarding confidential data

I hereby affirm that I have read and understand FERPA and applicable State Statutes and Rules, and accept responsibility for ensuring that the individual student data provided to me will remain secure and confidential and that I fully acknowledge the conditional nature of this release and agree to the conditional release terms noted above.

Signature                                            Print Name                                                               Date


Name of Agency Providing Records: 
Oklahoma State Department of Education


Address: 
2500 N. Lincoln Boulevard



Oklahoma City, OK 73105


Contractor receiving confidential data:

Name

Address

City, St, Zip

Phone
Contract #
___________               ___

Fax

Contract Number and Title

email

File/Table/Document ID #:
Description
Date of Document/File

AAAAAA
XXXXXXXXXX
date

This affidavit is to certify:

· that I understand the confidential nature of the computerized records on [general description of records]; 

· that I will guard the confidentiality of those records; 

· that I will store and manage the data in a secure environment; 

· that I will provide instructions on maintaining the confidentiality of this data with any and all others that may need to have access to this data for purposes of testing and development  during the course of contract work contractor name has  undertaken with the State Department of Education;

· that, when the contract has closed and I have no further need for the data, I will purge the data from all computer systems and destroy any copies of this data, electronic or paper, that contain confidential information such as social security numbers, birth dates, etc.

The Oklahoma State Department of Education records on [e.g., students with disabilities or suspected disabilities] were provided to me on [compact disk] on Month   day , year.

 ___signature__________________________________

Typed Name

Typed Company Name (if applicable)

Comments: 
                                                                                                                                           .

                                                                                                                                           .

Relinquished by:

Name _______________
Title:                                              


Received by:
Name _______________
Title:                                              
Date ________

Time _____ 

 

Relinquished by:

Name _______________
Title:                                              
Comments:                                             


Received by:
Name _______________
Title:                                              
Date ________

Time _____ 
REQUEST FOR VIRTUAL PRIVATE NETWORK (VPN) ACCESS

TO A SERVER ON THE OKLAHOMA STATE DEPARTMENT OF EDUCATION'S PRIVATE INTERNAL NETWORK

OSDE Agent* Agreement 

	Requester Name
	     
	
	Title
	     

	Organization
	     
	Date of Request
	     

	Address
	     

	Telephone
	   -   -    
	
	Email Address
	     


As an agent* of the Oklahoma Education Agency, I am requesting access to confidential information for the following limited purpose:

	       

 FORMTEXT 
     


	


By signing this document I agree to the following:

· I will access only  the folder on the designated file server to which I have been given specific access.

· I will use the VPN access only to perform work that directly involves the project (contract or agreement attached) which requires me to have VPN Access.

· I will not access or attempt to access other projects or data residing on the same file server. 

· I will not attempt to access or hack into any other devices on the OSDE network.

· I will not permit use of the VPN Access by persons not authorized by the OSDE. 

· I will not permit access to confidential information to persons not authorized by the OSDE.

· I will report any known instances of missing data, data that has been inappropriately shared, or data taken off site to the OSDE Chief Information Officer.

I have attached the following:

· The contract or Memorandum or Understanding that establishes me as an agent of the OSDE.

· A list of projects (if any) that have data that will be shared with this project

· Copies of contracts or memorandums of understanding between my organization and other entities that may have access to the information as agents of the Oklahoma Education Agency.

	
	
	
	
	
	
	

	Requester Signature
	
	Date
	
	OSDE Contact Signature
	
	Date


	
	
	

	OSDE Technical Officer Signature
	
	Date


	
	
	

	OSDE Chief Information Officer Signature
	
	Date



DATA SHARING AGREEMENT

By and Between

THE ILLINOIS STATE BOARD OF EDUCATION

And

THE ILLINOIS COMMUNITY COLLEGE BOARD

1.
The Illinois State Board of Education (“ISBE”) agrees to share data from its Illinois Student Information System (“ISIS Database”) with the Illinois Community College Board (“ICCB”) solely for the limited purpose and extent as set forth in this Agreement and the attached SPECIFICATIONS. 

2
This Agreement shall become effective on the date of execution by both Parties, and shall, subject to any earlier termination as provided herein, terminate on June 30, 2007.  This Agreement may be renewed for an additional one-year period by each Party furnishing written notification of such intent at least thirty (30) days before the current termination date.  This Agreement may be terminated by any Party upon thirty (30) days written notice of termination to the other Party. 

3.
All records and other information maintained by ISBE in the ISIS Database regarding any person are confidential and shall be protected from unauthorized use and/or disclosure under this Agreement.  Any dissemination or use of the ISIS Database for purposes other than those required by the Carl D. Perkins Vocational and Technical Education Act (P.L. 105-332) (the “Act”), as applicable to the ICCB, without the express written authority of ISBE in an Addendum to this Agreement, is specifically prohibited. Individually identifiable data may only be released with the prior consent of the owner and/or ISBE or pursuant to the exceptions covered in this Agreement (34 C.F.R. § 99.31(a) (3) and 34 C.F.R. § 99.35). Aggregation of the data for the purpose of complying with the performance reporting requirements of the Act is appropriate. 

4.
Data released under this Agreement are to be used only for the specific purposes as described in the attached SPECIFICATIONS.  ICCB agrees to comply with the attached laws, materials, regulations and all other State and Federal requirements with respect to the protection of privacy, security and dissemination of all data contained in the ISIS Database. For example, the confidentiality restrictions identified in the Family Educational Rights and Privacy Act (FERPA) (20 U.S.C.1232g; 34 C.F.R. Part 99) apply to the use and release of the data contained in the ISIS Database.  


a. ICCB shall comply with the relevant requirements of the Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. 1232g) (34 C.F.R. Part 99) and the Illinois School Student Records Act (ISSRA) (105 ILCS 10/1 et seq.), regarding the confidentiality of student “education records” as defined in FERPA and “school student records” as defined in ISSRA. Any use of information contained in student education records to be released must be approved by ISBE.  To protect the confidentiality of student education records, ICCB will limit access to student education records to those employees who reasonably need access to them in order to perform their responsibilities under this Agreement. ICCB will inform every employee and subcontractor who has access to student education records of the confidentiality requirements of FERPA and ISSRA. ICCB will require employees and subcontractors who have access to student education records to sign a Confidentiality Agreement acknowledging  that: 1) he or she agrees to be bound by all the terms, obligations and provisions of Paragraph 4 of this Agreement; 2) he or she understands the obligation  to maintain the confidentiality of student education records; and 3) failure to maintain the confidentiality of student education records could result in the loss of access to personally identifiable information from education records for at least five (5) years. During the term of this Agreement, ICCB will maintain a record of release of information contained in student education records as required by State or Federal Law.  Said record shall include the specific information disclosed, the name and position of every subcontractor or agent who requests, receives or obtains student education records under this Agreement, and the date and time of each release. Said record shall be available to ISBE for review at any time. 

5.
The only officials and employees of ICCB with authority to request, receive or obtain the information set forth in the SPECIFICATIONS of this Agreement are identified on Attachment 1. ICCB will maintain said access record during the term of this Agreement and further agrees to supply ISBE with any changes thereto within ten (10) working days of such change. Said record shall be available to ISBE for review at any time.

6.
There shall be no sub-contracting of work involving such data or disclosure or redisclosure of such data to any agent or contractor without prior written notification of ISBE.  Such notification shall include the name of any contractor or agent, the specific data disclosed, along with its use and assurances of confidentiality as set forth in this Agreement (34 C.F. 99.33(b).)  The only officials and employees of such contractor/agent with authority to request, receive or obtain the information set forth in the SPECIFICATIONS of this Agreement are in Attachment 2.   ICCB further agrees to supply ISBE with any changes on Attachment 2 within 10 working days of such change.
7.
ICCB agrees to secure any and all data received pursuant to this Agreement, retain records of access and use of such data received for a period of three (3) years following the termination of this Agreement and allow ISBE on-site inspection to verify data security and usage during the term of this Agreement as well as audit access during the subsequent 3 year period..

8.
The undersigned certify that all personnel having access to data under this Agreement have been instructed regarding the confidentiality requirements and sanctions specified for unauthorized disclosure and agrees to fully and promptly report any infraction of the confidentiality provisions to ISBE. 

9.
To the extent allowed by Illinois law, ICCB agrees to indemnify, defend and hold harmless ISBE, its officers, staff, employees, and agents against any and all claims, suits, damages and causes of action arising out of or in any way related to the activities to be carried out pursuant to the obligations of this Agreement, including but not limited to, the use by the Board of any information received from ISBE pursuant to the terms of this Agreement.

10. 
The unauthorized use or disclosure of any confidential information contained in the ISIS Database will cause irreparable harm to ISBE, particularly in light of its obligations under the Act.  As a result, ISBE shall have the right to seek immediate injunctive relief in the event of any breach of this Agreement, in addition to any other remedies available at law or equity. 

11.
ICCB recognizes that the information it obtains under this Agreement is the property of, and shall be returned to ISBE upon request.  Information received pursuant to this Agreement shall be disposed of after the purpose of the Agreement is served.  Disposal means the return of the information to ISBE or destruction of the information, as directed by ISBE.  The data disclosed shall not be archived or sent to a records center and shall not be retained with personal identifiers for any period longer than the term of the Agreement.   

12.
ICCB may not assign its obligations under this Agreement, or any part of its interest in this Agreement, without the written consent of ISBE.  Any assignment made without said consent shall be null and void.

13.
Persons to Contact.

The person to contact on behalf of the Illinois State Board of Education is: 

Mark Williams, Division Administrator, Career Development and Preparation Division, 100 North First Street, Springfield, IL 62777, Telephone (217) 782-4123.

The person to contact on behalf of the Illinois Community College Board is:

Scott J. Parke, Ph.D. Senior Director, Policy Studies, 401 East Capitol Avenue Springfield, IL  62701, Telephone (217) 785-0154. 

14.
Notwithstanding any other provision to the contrary, this Agreement is subject to immediate cancellation by ISBE for failure of ICCB or its authorized contractor or agent, to adhere to any provision set forth in this Agreement. 

15.
ICCB and ISBE are empowered under the Illinois Intergovernmental Cooperation Act (5 ILCS 220/1, et seq.) to contract with each other in any manner not prohibited by law.

ILLINOIS STATE BOARD OF EDUCATION
ILLINOIS COMMUNITY COLLEGE BOARD
By: __________________________

By:_____________________________

     Mark Williams

     

     Geoffrey S. Obrzut

     Division Administrator


     
     President and CEO

     Career Development and Preparation Division              

DATA SHARING AGREEMENT SPECIFICATIONS

1. REASON FOR MAKING REQUEST:

2. SPECIFIC DATA REQUESTED:

3. HOW DATA WILL BE UTILIZED:

DATA SHARING AGREEMENT


ATTACHMENT 1
Name and position of all ICCB officials and employees authorized to request, receive and obtain information under this Data Sharing Agreement.

Name





Position
DATA SHARING AGREEMENT

ATTACHMENT 2
Provide the complete name of each individual, their position, their organizational affiliation, address, and telephone fax number of any contractor or agent who will request, receive, or obtain information under this Data Sharing Agreement.

Name: 

Title: 

Organization: 

Street Address: 

City/State/Zip Code: 

Voice:  

Fax: 

E-Mail: 

Name: 

Title: 

Organization: 

Street Address: 

City/State/Zip Code: 

Voice:  

Fax: 

E-Mail: 

Name: 

Title: 

Organization: 

Street Address: 

City/State/Zip Code: 

Voice:  

Fax: 

E-Mail: 

SHARED DATA AGREEMENT

ATTACHMENT A

30 ILCS 585/0.01 et seq.

CONFIDENTIALITY REQUIREMENTS

AN ACT to make confidentiality requirement governing State agencies applicable to data centers and electronic data processing contractors which store or process confidential information from State agencies.

P.A. 84-347, approved September 14, 1985, eff. January 1, 1986.

585/0.01
Short Title

Section 0.01.
“Short Title.  This Act may be cited as the Data Processing Confidentiality Act.

585.1.

Notice

Section 1.  Whenever any State agency governed by confidentiality requirements as to information in its possession gives, contracts out, or otherwise transmits such information in a form suitable for electronic data processing to any contractor, electronic data processing center, or other user outside such agency, for any purpose whatsoever, such agency shall notify the receiver of such data in writing of the agency’s confidentiality requirements, including any penalties provided for their violation.

585/2.

Duty of recipient

Section 2.  It shall thereupon become the duty of the individual or entity who receives such data for electronic processing or storage to keep or use the same pursuant to the confidentiality requirements of the transmitting agency, and any receiver who violates them shall be subject to the same penalty that any officer or employee of such agency would incur for their violation.”

ADDITIONAL INFORMATION ON CONFIDENTIALITY:

A. Information obtained from any individual shall:

1. Be confidential.

2. Not be published or open to public inspection.

3. Not be used in any court in any pending action or proceeding.

4. Not be admissible in evidence in any action or proceeding.


MISSOURI

	[image: image1.png]





DEPARTMENT OF ELEMENTARY AND 

SECONDARY EDUCATION

P.O. BOX 480

JEFFERSON CITY, MISSOURI  65102-0480

Affidavit of Non-release by Researchers

I, ____________________________________ (name), solemnly affirm that when given access to the 

_______________________________________________________________________ (title of data) provided by the Missouri Department of Elementary and Secondary Education, I shall not:

I. use or reveal any personally identifiable information furnished, acquired, retrieved, or assembled by me or others, under the provisions of the Family Educational Rights and Privacy Act of 1974, for any purpose(s) other than the statistical purpose(s) specified here:

__________________________________________________________________

__________________________________________________________________

II. make any release or publication whereby a person could be identified or the data furnished by or related to any particular person can be identified; or

III. permit anyone other than the individual(s) authorized by the Missouri Department of Elementary and Secondary Education to examine the personally identifiable information.

Signature:  ________________________________

Date:  _________________

Name (print): ______________________________

Notary Public and Seal: 

Title: ____________________________________



Organization: _____________________________


Data release authorized by:



Data provided by:

Name: _________________________
Name:_______________________

Title: _________________________  
Title: _________________________ 

DESE Section: ______________________


Organization: _______________________

Date: ______________




Date: ______________

2-00

Procedures for Protection of Individually Identifiable Information

Section I: Introduction

1.1 Purpose The purpose of these procedures is to protect Individually Identifiable Student/teacher Information associated with Department of Elementary and Secondary Education (DESE) programs such as the Missouri Assessment Program (MAP).  

The confidentiality of student information will be strictly protected.  Only specifically authorized personnel shall have access to individually information and only for authorized purposes.  These procedures specify the purposes authorized for disclosure, the obligations of access and the processes required to gain access.

1.2 Restricted-Use Data--Data that includes information about the identity of individuals is confidential.  "Restrict-Use" is the term for data that contains individually identifiable information.  “Restricted-Use” data require specific procedures to protect confidentiality.  “Public-Use” is the term for data that contains no individually identifiable information requiring no specific procedures to protect confidentiality.  "Restricted-Use" MAP Data are all information in those files and all information derived from those data including data resulting from merges, matches or other uses of the data.  Merging "Restricted-Use" data records with "Public-Use" data records results in a merged file that is "Restricted-Use."  Merely deleting identify fields from a "Restricted-Use" file does not create a "Public-Use" file.  Disaggregations of "Restricted-Use" records, even without explicit identification fields, may result in a record where the identity of the subject could be reasonably inferred.

1.3 Limited Access--restricted-use (Individually Identifiable Information) data is disclosed by The Department of Elementary and Secondary Education (DESE) only to three classes of users:

a. Authorized DESE employees

b. Designated district contacts

c. Analysts with an approved "Restricted-Use" Agreement

1.4 Authorized DESE Employees--Employees of the Missouri Department of Elementary and Secondary Education require access to individually identifiable data to reliably administer programs and to conduct state policy analysis. 

1.5 Designated District Contacts--Administrators, faculty and staff at each Missouri district require access to certain individually identifiable data in order to fulfill their educational responsibilities. 

1.6 Analysts with an Approved MAP "Restricted-Use" Agreement--Analysts conducting certain types of research and/or evaluative studies may require individually identifiable data in order to produce knowledge and information.  Procedures for disclosure of such data through a "Restricted-Use" Agreement are described in Section II of these procedures. 

Section II: Procedures for a MAP "Restricted-Use" Agreement

1.  Memorandum of Agreement Disclosure of “Restricted-Use” data under Section II of these procedures will be permitted only upon execution of a "MEMORANDUM OF AGREEMENT for Disclosure of Individually Identifiable Records" (Appendix A).  

The MOA requires the completion of:

1. A description of the proposed research/analysis project (Appendix B)

2. Institutional Review Board Approval (Appendix C)

3. A security plan for the restricted-use data (Appendix D) 

4. Affidavits of non-disclosure for each person who will have access to the data (Appendix E)

2. Assistance in the completion of MOA--For assistance individuals should contact Suzanne Schoonover at the University of Missouri, Office of Social and Economic Data Analysis, 602 Clark Hall, Columbia, Missouri, 65211.  (573) 882-7396.

3. Review and Approval--MOA documentation will be reviewed by a committee appointed by DESE.  If approved, the committee will direct the disclosure of the requested information under the terms of the Memorandum of Agreement.  If disapproved, the committee will provide specific information about the reasons for disapproval and, if appropriate, corrective actions necessary.

MEMORANDUM OF AGREEMENT

For Disclosure of Individually Identifiable Records

(Appendix A)

I.  Between:

The Missouri Department of Elementary and Secondary Education, and

The _____

II. Purpose:

The Missouri Department of Elementary and Secondary Education (DESE) administers programs that involve the collection and analysis of individually identifiable data. DESE carefully safeguards the security of such individually identifiable data restricting its use to authorized personnel and purposes.  Disclosure of such “Restricted-Use” data is permitted only under strict control in accordance with the departmental security provisions.

The _____ wishes to conduct analysis that can only be accomplished using “Restricted-Use” data and is willing to comply with departmental security provisions for the handling of restricted-use data.

Therefore, it is agreed that:

The department will provide to the ______________ a read-only file containing individually identifiable information for the following databases: ________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

and,  ___________ will comply with the terms of this agreement.

III.  Information Subject to this Agreement

All data files containing individually identifiable information provided by the department or on behalf of the department to the ________ , are subject to this agreement.  All information derived from those data, and data resulting from merges, matches, or other uses of the data with other data are subject to this agreement and are referred to in this agreement as “restricted-use data.” 

Violations of this agreement will require the immediate return to DESE of all restricted-use data.

IV.  Uses of the Data

The ___________may only use the restricted-use data in a manner and to a purpose consistent with the statistical purpose for which the data were supplied.  A description of the planned research analysis is attached and made a part of this agreement—Appendix B.

V.  Individuals who may have access to restricted data

Only individuals at the ________ who have an approved affidavit of non-disclosure (Appendix E) may have access to the restricted data.  A list of the names, titles and authorization status of each of those individuals shall be made part of the security plan (Appendix D). 

VI.  Limitations on Disclosure

1.  The ____________shall not disclose the restricted use data to any other organization or to any other persons besides those at The ____________________________ included in Appendix D for which affidavits of non-disclosure have been completed.

2.  The ____________shall not make any publication or disclosure of restricted data provided under this agreement even if the individual identifiers have been removed.

3.  The ____________may publish the results, analysis, or other information developed using restricted data made available under this Memorandum of Agreement only in summary or statistical form so that the identity of individuals contained in the restricted-use data is not revealed.

4.  The ____________will provide DESE complementary copies of all published reports using findings from data provided through this MOA.

VII.  Administrative Requirements

1. The _____ shall provide a copy of this Memorandum of Agreement, together with the attached security plan (Appendix D) to each employee of the ______ who will have access to restricted-use data and shall require each of those employees to execute an Affidavit of Non-disclosure (Appendix E).  

2. The ______must ensure that each individual who executes an Affidavit of Non-disclosure reads and understands the materials provided to her or him before executing the Affidavit.

3. The ______shall ensure that each Affidavit of Non-disclosure is notarized upon execution.

4. The ______may not permit any individual specified in Appendix C to have access to subject data until the procedures in paragraphs VII 1-3 are fulfilled for that individual.

5. The ______shall promptly, after the execution of each affidavit, send the original affidavit to the department representative keeping a copy as part of its security procedures.

6. The ______shall promptly notify the department when an individual who has been authorized to have access to subject data is no longer authorized to those data.

7. The ______shall notify the department immediately upon receipt of any legal, or other demand for disclosure of subject data.

8. The ______shall notify the department immediately upon discovering any breach or suspected breach of security or any disclosure of subject data to unauthorized parties or agencies.

9. The ______agrees representatives of the department have the right to make unannounced and unscheduled inspections of the facilities of _________to evaluate compliance with the terms of this agreement.

VIII.  Security Requirements

Maintenance of, and access to, restricted-use data.

1. The _______ shall retain the original version of the subject data at a single location and may make no copy or extract of the subject data to anyone except those specifically authorized as above.

2. The _______ shall maintain subject data in a space limited to access by authorized personnel.

3. The _______ shall transport subject data in a secure manner by authorized personnel.

4. The _______ shall ensure access to subject data maintained in computer systems is controlled by password protection.  If the workstation is part of network, access to restricted-use data must be controlled by login passwords and directory authorities.

5. The _______ shall ensure that subject data maintained in computer systems are not accessible via unauthorized networked computer systems.  

6. The _______ shall maintain all printouts, diskettes, personal computers with subject data on hard disks, or other physical products containing individually identifiable information derived from subject data in locked cabinets, file drawers, or other secure locations when not in use.

7. The _______ shall ensure that all printouts, tabulations, and reports are edited for any possible disclosures of subject data.

Retention and Disposition of Subject Data

1. The _____ shall return to the department the read only media of subject data provided by the department under this agreement when the statistical analysis that is the subject of this agreement has been completed or this agreement terminates, whichever occurs first.

2. At the time that the subject data media is returned to the department the ______ shall destroy all physical or electronic files containing individually identifiable data.

Compliance with Established Security Procedures

The _____ shall comply with the security plan (Appendix D) attached to this Memorandum of Agreement.  

IX.  Processing of this Memorandum of Agreement

A. This Memorandum of Agreement shall be for a period of three (3) years.  

B. This Memorandum of Agreement may be amended, extended or terminated by mutual written, signed, agreements between the parties.

X.  Signatures

The parties to this agreement certify, by his/her signature, that:

1. The organization has the authority to undertake the commitments in this agreement;

2. The Principal Project Officer has the authority to bind the organization to the provisions of this Memorandum of Agreement.

On behalf of:

The _______________________________________________

________________________________  Date:_____________

Principal Project Officer

The Missouri Department of Elementary and Secondary Education

________________________________  Date:_____________ 

Appendix B: Description of Analysis Requiring Restricted Use Data

Restricted-use data is provided through a memorandum of agreement (MOA) limiting access only to specific organizations and specific personnel for specific purposes under specific security conditions.  This appendix will become part of the MOU and will provide a description of how the restricted-use data will be used.

Organization: ____________________________________________________________________

Name of the Principal Project Officer:  ________________________________________________

Description

I. What is the objective of the research or analysis?

II. What statistical methods will be used?

III. Why are individually identifiable records required?

IV. How many individuals will have access to the restricted-use data?

Appendix C: Documentation of Institutional Review Board Status for the Proposed Project

Although restricted-use records are secondary data, the inclusion of confidential, individually identifiable information in "restricted-use" files may require a Human Subjects Review under federal regulations applicable to many research organizations 45CFR 46.101 et seq.  It is likely that many research projects involving the analysis of restricted-use data may qualify for IBR exemptions and/or informed consent waivers.  However, such judgments are for IRB offices to make.  Accordingly, documentation is required from the appropriate IRB office regarding the human subjects review status of the proposed research project for which restricted-use data is requested.  An approval or waiver letter must be attached as Appendix C with the “Memorandum of Agreement for the disclosure of restricted-use data.”

Appendix D:  Security Plan for Restricted-Use Data

1. System Identification

(Provide a brief description of the computer system that will be used to run the restricted-use data. Sample descriptions, one for each configuration, are provided below.)

1.1 SAMPLE – Standalone Computer.

The restricted-use data (CD-ROM format) will be run at the licensed site on a standalone PC (a 486 system running DOS/Windows 3.1). A modem is attached to the PC, but the software will not be enabled when the restricted-use data is on the machine. The restricted-use data is removed from the system each day after used and any residual data is purged by write-over software.

1.2 SAMPLE – Standalone LAN.

The LAN consists of a NetWare 3.11 operating system, running on a 486 PC server. The system supports four workstations and a printer. There is no external connectivity to this system. SAS software is used to analyze the restricted-use data. There is no other sensitive data on the system. A separate PC connects the office to the organization’s extended LAN.

An optional system diagram may be attached to the security plan. 

1.3 SAMPLE – Safe Workgroup within a LAN.

The LAN/WAN consists of a NetWare 4.1 operating system, running on a super-server with six additional servers--one communications server, one database server (for restricted-use data), and four print servers. The system supports 200 users within the department. The restricted-use SAFE WORKGROUP is physically and logically configured to meet all requirements cited in the Security Procedures. Additionally, the SAFE WORK GROUP dedicated server is configured to run “packet signature”, a digital signature feature that prevents packet forgery.

A system diagram is required for the SAFE WORKGROUP and must be attached to this security plan.

2. Restricted-use Data

List the restricted-use data base(s) that this plan covers:

3. Systems Security Measures

3.1 Security Measures – Standalone Computer

	Summary of Security Controls for

Standalone Computer
	Action

Completed

	1.
	General Security Requirements
	

	
	a.   Assign security responsibilities
	

	
	b.   Develop and implement Security Plan
	

	
	c.   Restrict access to data (to affidavit signers only)
	

	
	d.   Use data at licensed site only
	

	
	e.   Return original data 
	

	
	f.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	2.
	Physical Handling, Storage, and Transportation
	

	
	a.   Protect machine-readable data and printed material
	

	
	b.   Avoid disclosure from printed material
	

	
	c.   Restrict copying data
	

	
	d.   Limit transporting of data
	

	
	e.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	3.
	Computer Security Requirements
	

	
	a.   Limit room/area access   
	

	
	b.   Passwords--unique, 6-8 characters with one non-alphanumeric
	

	
	c.   Change password--at least every three months
	

	
	d.   Notification (warning screen)
	

	
	e.   Read-only access
	

	
	f.    Shut down all connections to other computers
	

	
	g.   Physically lock computer/room or enable automatic “shutdown”
	

	
	h.   No routine backups of restricted-use data
	

	
	i.    Change passwords accordingly when staff changes
	

	
	j.    Overwrite hard disk data--end of project/repairs
	

	
	k.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3.2 Security Measures – Standalone LAN

	Summary of Security Controls for

Standalone LAN
	Action

Completed

	1.
	General Security Requirements
	

	
	a.   Assign security responsibilities
	

	
	b.   Develop and implement Security Plan
	

	
	c.   Restrict access to data (to affidavit signers only)
	

	
	d.   Use data at licensed site only
	

	
	e.   Return original data 
	

	
	f.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	2.
	Physical Handling, Storage, and Transportation
	

	
	a.   Protect machine-readable data and printed material
	

	
	b.   Avoid disclosure from printed material
	

	
	c.   Restrict copying data
	

	
	d.   Limit transporting of data
	

	
	e.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	3.
	Computer Security Requirements
	

	
	1.   Requirements for Standalone Computer (that also apply to Standalone LAN)
	

	
	      a.   Limit room/area access
	

	
	      b.   Passwords--unique, 6-8 characters with one non-alphanumeric
	

	
	      c.   Change password--at least every three months
	

	
	      d.   Notification (warning screen)
	

	
	      e.   Read-only access
	

	
	      f.   Shut down all connections to another LAN or external computer
	

	
	      g.   Physically lock computer/room or enable automatic “shutdown”
	

	
	      h.   No routine backups of restricted-use data
	

	
	      i.   Remove password/access rights of employees who leave project
	

	
	      j.    Overwrite hard disk data--end of project/repairs
	

	
	
	

	
	2.   Additional Requirements for Standalone LAN
	

	
	      a.   Lock LAN room when unattended by sworn individual(s)
	

	
	      b.   Restrict access to server (e.g., password)
	

	
	c. For Standalone LAN PCs in non-adjoining rooms--encrypt passwords by              

      PC/workstation software (instead of by the server software)
	

	
	d. Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3.3 Security Measures – SAFE WORKGROUP

	Summary of Security Controls for

Safe Workgroup
	Action

Completed

	1.
	General Security Requirements
	

	
	a.   Assign security responsibilities
	

	
	b.   Develop and implement Security Plan
	

	
	c.   Restrict access to data (to affidavit signers only)
	

	
	d.   Use data at licensed site only
	

	
	e.   Return original data 
	

	
	f.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	2.
	Physical Handling, Storage, and Transportation
	

	
	a.   Protect machine-readable data and printed material
	

	
	b.   Avoid disclosure from printed material
	

	
	c.   Restrict copying data
	

	
	d.   Limit transporting of data
	

	
	e.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	3.
	Computer Security Requirements
	

	
	1.   Requirements for Standalone Computer (that also apply to Safe Workgroup)
	

	
	      a.   Limit room/area access
	

	
	      b.   Passwords--unique, 6-8 characters with one non-alphanumeric
	

	
	      c.   Change password--at least every three months
	

	
	      d.   Notification (warning screen)
	

	
	      e.   Read-only access
	

	
	      f.   Physically lock computer/room or enable automatic “shutdown”
	

	
	      g.   No routine backups of restricted-use data
	

	
	      h.   Remove password/access rights of employees who leave project
	

	
	      i.    Overwrite hard disk data--end of project/repairs
	

	
	
	

	
	2.   Requirements for Standalone LAN (that also apply to Safe Workgroup)
	

	
	      a.   Lock LAN room when unattended by sworn individual(s)
	

	
	      b.   Restrict access to server (e.g., password)
	

	
	
	

	
	3.   Additional Requirements for Safe Workgroup
	

	
	      a.   Access to subject data by sworn workgroup members only
	

	
	      b.   Access to subject data by login from workgroup PCs only
	

	
	      c.   Workgroups PCs on-site and in restricted access area   
	

	
	      d.   Workgroup PCs identified by network interface card (NIC) at login
	

	
	      e.  Access control--restrict directory/file services by group, rights, and attributes
	

	
	       
	


	Summary of Security Controls for

Safe Workgroup
	Action

Completed

	
	      f.   Audit trails for all users logins/attempted accesses
	

	
	      g.    Server console/printers--locate in secure area and password-protect   
	

	
	      h.    Additional security measures:
	

	
	            (1)   Enable other available system security features
	

	
	            (2)   Provide adequate procedural guidance
	

	
	      (3)   Other security measures, as needed, for local environment and specific  

                    system (determined by PPO):
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix E: AFFIDAVIT OF NON-DISCLOSURE (DRAFT)

Missouri Assessment Program Data

Name: _____________________________________________  Date:______________

Organization: ___________________________________________________________

Job Title: ______________________________________________________________

I, ______________________________________, do solemnly swear (of affirm) that when given access to Missouri Assessment Program (MAP) data bases or files, I will not -

· Use any individually identifiable information furnished, acquired, retrieved or assembled for any purpose other than statistical project specified in the attached memorandum of agreement which I have read and understand.

· Make any disclosure or publication whereby any individual could be identified or the data furnished or related to any particular person.

· Permit anyone to examine individual records or files other than the individuals authorized in the attached memorandum of agreement.





___________________________________________________







(Signature)

City/County of __________________ State of _________________________

Sworn to and subscribed before me this _________day of 

____________________, __________.  Witness my hand and official Seal.







__________________________________









(Notary Public/Seal)







My commission expires _______________________


LOUISIANA

LOUISIANA DEPARTMENT OF EDUCATION

Division of Planning, Analysis & Information Resources

P.O. Box 94064, Baton Rouge, L A 70804-9064

Telephone: (225) 342-1805   Fax: (225) 342-1912

Data Request Form

Date of Request:       Date Required:      
Name:       Title:      
Organization/Office:      
Mailing Address:      
E-Mail Address:      
Telephone:       Fax:      
DESCRIPTION OF DATA REQUEST:    (Answer all that apply  - Use a new form for each request)
Data Category: (check one)  FORMCHECKBOX 
School/Facility  FORMCHECKBOX 
Student  FORMCHECKBOX 
Financial  FORMCHECKBOX 
Staff/Faculty  FORMCHECKBOX 
Course  FORMCHECKBOX 
Other      
Grade Level:(check all that apply)  FORMCHECKBOX 
IN  FORMCHECKBOX 
PS  FORMCHECKBOX 
PK  FORMCHECKBOX 
K  FORMCHECKBOX 
1  FORMCHECKBOX 
2  FORMCHECKBOX 
3  FORMCHECKBOX 
4  FORMCHECKBOX 
5  FORMCHECKBOX 
6  FORMCHECKBOX 
7  FORMCHECKBOX 
8  FORMCHECKBOX 
9  FORMCHECKBOX 
10  FORMCHECKBOX 
11  FORMCHECKBOX 
12   

Student Classification:(check one)  FORMCHECKBOX 
All Students  FORMCHECKBOX 
Regular Ed (Must answer next question)  FORMCHECKBOX 
Special Ed (Must answer next question)

Will this data be used relative to the LDE School Accountability System?  (Check one)        FORMCHECKBOX 
Yes           FORMCHECKBOX 
No           

Data Time period: (check one)  FORMCHECKBOX 
October 1  FORMCHECKBOX 
End of Year  FORMCHECKBOX 
Other        

If Oct 1 – Do you want: (check one)  FORMCHECKBOX 
Actual Oct 1 (Snapshot)  FORMCHECKBOX 
End-of-Year Oct 1 (Final)  FORMCHECKBOX 
Other        
School Year(s):        

District/LEA(s) to include:  FORMCHECKBOX 
All  FORMCHECKBOX 
Specific:          

What detail Level(s) do you want? (Check all that apply)    FORMCHECKBOX 
District/LEA  FORMCHECKBOX 
School  FORMCHECKBOX 
Grade  FORMCHECKBOX 
Other      
Specific Details:       
Purpose for Data:      
Format & delivery method for data:      
[image: image2.png]




STATE OF LOUISIANA

DEPARTMENT OF EDUCATION


P.O. BOX 94064


BATON ROUGE, LOUISIANA 70804-9064


DATA ACCESS REQUEST FORM

Office of Student and School Performance


Division of Student Standards and Assessments
The Division of Student Standards and Assessments requires that certain conditions be met before it will release data to those parties which request them.  These conditions are:

1.
A mini proposal must be submitted.

2.
A precise description of the data which are needed must be provided.

3.
A statement should be included on any final report or publication acknowledging the Division as the origin of the data. 


4.
A copy of the completed research which utilizes the Division’s data must be provided to the Division.

The mini proposal must be a two to three page single-spaced summary which explicitly deals with as many of the following areas as are applicable: (a) objectives, (b) perspective(s) or theoretical framework, (c) methods and/or techniques, (d) educational or scientific importance of study.

When conditions one and two above are met, the data will be released on a first come/first served basis, according to the work load of Division personnel.  Please attach the signed Data Access Request Form to the completed research proposal and description of requested data. Your signature indicates your intention to comply with all of the conditions on this form.  Address all requests and/or questions to Dr. Fen C. Chou, Research Analyst Manager (fen.chou@la.gov), Division of Student Standards and Assessments, Louisiana Department of Education, P.O. Box 94064, Baton Rouge, LA, 70804-9064, or call (225) 342-3415.

I am requesting permission to use Louisiana Educational Assessment Program data for research purposes (see attached proposal).

Name ____________________________________________

Position __________________________________________

Address __________________________________________

   __________________________________________

I also acknowledge that all individual student information is confidential, and I agree to maintain confidentiality regarding all specific students.

Signature







Date

Approval:__________________________________________

Scott M. Norton, Director

Division of Student Standards and Assessments

Certification of Nondisclosure

I certify, under penalty of law, that the agency: _________________________________ will use the personally identifiable information obtained from these education records only for the purposes for which this consent is given and the above-named agency will not disclose any personally identifiable information to any other person or organization without the express written consent of the student’s parent or guardian if the student is a minor, or the student, if the student has reached the age of 18, except where the law allows for the disclosure without prior written consent.

__________________________________



__________________

(agency head or designee)





(date)


MONTANA

Linda McCulloch, Superintendent 
Montana Office of Public Instruction

PO Box 202501

Helena, Montana  59620-2501

     In-State Toll-Free 1-888-231-9393, Local (406) 444-3680
      www.opi.mt.gov/
AFFIDAVIT OF NONDISCLOSURE

____________________________________
___________________________________

(Job Title)





(Date of Assignment)

RE:
OPI Student and School Staffing Information         

Protected Information:  Demographic data associated with individual students and educators, including: SSN, age, gender, racial/ethnic category, place of residence, and contact information.

I, ________________________________, do solemnly swear (or affirm) that when given access to any OPI data files, I will not:

(i)
use or reveal any personally identifiable protected information furnished, acquired, retrieved or assembled by me for any purpose other than data system design and implementation associated with the contractual agreement between Infinite Campus and the Montana Office of Public Instruction; or

(ii)
make any disclosure or publication whereby an individual student or licensed educator could be identified or the protected data furnished by or related to any particular person under these sections could be identified; or

(iii) 
permit anyone other than the individuals authorized by the Montana Office of Public Instruction to examine the data files or associated reports; or

(iv)
store any protected information on any portable electronic computing devices or portable electronic storage media.  






________________________________________________






(signature)

State of Montana


)






: ss.

County of _____________________ )


Subscribed and sworn to before me this _____ day of October, 2005.






________________________________________________






Notary Public for the State of Montana.  






Printed name: ____________________________________






Residing at: _____________________________________






My commission expires:____________________________


You can find our policy and Human Subject Review Application on our Web site at the following URL:

http://www.michigan.gov/cepi/0,1607,7-113-986---,00.html 

Look for the following links:

• MEIS Data Access and Management Policy PDF

• Appendix: Human Subject Review Application PDF

Once we receive a data request from researchers, we convene our data access committee and review the request. If it is granted, we then issue a memo to the researchers re-stating the relevant understandings and conditions of the data loan. I hope this helps!

Restricted Data Use Agreement

INSTRUCTIONS: Please submit an original-signature copy of this agreement; this will be countersigned and a copy returned to you. 

The Restricted Data Investigator and the Receiving Organization agree to the following terms and conditions: 

Terms

1. "Restricted Data" refers to the original restricted data provided by ICPSR and any fields or variables derived from these data, on whatever media they shall exist. (Aggregated statistical summaries of data and analyses, such as tables and regression statistics, are not considered "derived" for the purposes of this agreement.)

2. "Restricted Data Investigator" refers to the investigator who serves as the primary point of contact for all communications involving this agreement. The Restricted Data Investigator assumes all responsibility for compliance with all terms of this agreement by employees of the receiving organization.

3. "Principal Investigator(s)" refers to the Restricted Data Investigator and any Co-Principal Investigators.

4. "Receiving Organization" refers to the organization employing the Restricted Data Investigator.

5. "Research Staff" refers to any individuals other than the "Restricted Data Investigator(s)" with access to the restricted data.

6. The "Representative of the Receiving Organization" refers to an individual who has the authority to represent your organization in agreements of this sort, such as a Vice President, Dean, Provost, Center Director, or similar official. (Note that a Department Chair is not acceptable unless specific written delegation of authority exists.)

7. "ICPSR" refers to the Inter-university Consortium for Political and Social Research.

Items Incorporated by Reference

8. The Application for Restricted Data, as approved by ICPSR, is incorporated by reference into this Agreement.

9. The Supplemental Agreement with Research Staff, as approved by ICPSR, is incorporated by reference into this Agreement.

10. The Data Protection Plan, developed by the Restricted Data Investigator, is incorporated by reference into this Agreement.

Ownership of Data

11. Ownership of restricted data will be retained by ICPSR. Permission to use restricted data by the Investigator(s) and Receiving Organization may be revoked by ICPSR at any time, at their discretion. The Investigator(s) and Receiving Organization must return or destroy all originals and copies of the restricted data, on whatever media it may exist, within 5 days of written request to do so.

Access to the Restricted Data

12. Access to the restricted data will be limited solely to the individuals signing this agreement and the Supplemental Agreement With Research Staff, as detailed in the approved Data Protection Plan. The data may not be "loaned" or otherwise conveyed to anyone other than the signatories to this agreement.

13. Copies of the restricted data or any subsequent variables or data files derived from the restricted data will not be provided to any other individual or organization without the prior written consent of the ICPSR.

Uses of the Restricted Data

14. The restricted data will be used solely for the purpose of scientific and public policy research, and not for any administrative, proprietary, or law enforcement purposes.

15. The restricted data will be used to generate only statistical summary information that does not allow any individual, family, household, business, or organization to be identified.

16. The restricted data will be used solely for the research project described in the Application for Restricted Data incorporated by reference into this document.

17. No attempt will be made to identify any individual person, family, household, business, or organization. If an individual person, family, household, business, or organization is inadvertently identified, or if a technique for doing so is discovered, the identification or discovery will be immediately reported to ICPSR, and the identification or discovery will not be revealed to any other person who is not a signatory to this agreement.

18. No attempt will be made to link this restricted data with any other dataset, including other datasets provided by ICPSR, unless specifically identified in the approved Application for Restricted Data.

19. Use of the restricted data will be consistent with the receiving organization's policies regarding scientific integrity and human subjects research.

Data Confidentiality Procedures

20. If the Receiving Organization requires a review of research proposals using secondary survey data by an Institutional Review Board/Human Subjects Review Committee or equivalent body, that review has taken place and all approvals have been granted prior to application for use of the restricted data.

21. The Receiving Organization will treat allegations, by ICPSR or other parties, of violations of this agreement as allegations of violations of its policies and procedures on scientific integrity and misconduct. If the allegations are confirmed, the Receiving Organization will treat the violations as it would violations of the explicit terms of its policies on scientific integrity and misconduct.

22. The Restricted Data Investigator certifies that all aspects of the Data Protection Plan, as approved by ICPSR, will be followed until which time all copies of the restricted data are destroyed.

Destruction of Data Upon Completion of Research Project

23. The Restricted Data Investigator will certify to ICPSR that all originals and copies of the restricted data, on whatever media, will be destroyed at the completion of the research project described in the Application for Restricted Use Data or within 5 days of written request from the ICPSR. 

Duration of This Agreement

24. This Agreement will go into effect upon approval of the Agreement by ICPSR, and will remain in effect until the completion of the research project, as noted in the Application for Restricted Use Data, or 24 months from the date this Agreement is accepted by ICPSR, whichever comes first. If, at the end of 24 months, access to the restricted data is still desired, the Restricted Data Investigator must contact ICPSR in writing requesting such continued access. If continued access is denied by ICPSR, or if the Restricted Data Investigator neglects to contact the ICPSR prior to the end of the 24-month period, all originals and copies of the restricted data, on whatever media they exist, must be destroyed by the Restricted Data Investigator.

Post-Approval Modifications to Submitted Materials

25. If changes in research plans or computer environment will alter the information originally submitted as part of this Agreement, the Restricted Data Investigator shall provide the ICPSR with a copy of the revised materials and a memorandum describing the changes in advance of the revisions. These revisions will be considered amendments to this agreement and may not be implemented until written approval is received by ICPSR.

26. A change in the employer of the Restricted Data Investigator requires the execution of a new Restricted Data Use Agreement and preparation of a new Data Protection Plan. These materials must be approved by ICPSR before restricted data may be accessed at the new place of employment.

27. When other research staff join the project, they shall submit the Supplemental Agreement with Research Staff. Such supplemental agreements shall be submitted in a timely manner but, in any event, prior to granting other research staff access to the data on whatever media in which the data may exist.

Violation of This Agreement

28. If ICPSR determines that the Agreement may have been violated, ICPSR will inform the Restricted Data Investigator(s) of the allegations in writing and will provide them with an opportunity to respond in writing within 10 days. ICPSR may also, at that time, require immediate return or destruction of all copies of the restricted data in possession of the investigators. Failure to do so will be determined to be a material breach of this agreement and, among other legal remedies, may be subject to injunctive relief by a court of competent jurisdiction. If ICPSR deems the allegations unfounded or incorrect, the data may be returned to the Restricted Data Investigator under the terms of the original agreement. If ICPSR deems the allegations in any part to be correct, ICPSR will determine and apply the appropriate sanction(s).

29. If ICPSR determines that any aspect of this agreement has been violated, ICPSR may invoke these sanctions as it deems appropriate:

· Denial of all future access to restricted data files 

· Report of the violation to the researcher's institution's office responsible for scientific integrity and misconduct, with a request that the institution's sanctions for misconduct be imposed 

· Report of the violation to appropriate federal and private agencies or foundations that fund scientific and public policy research, with a recommendation that all current research funds be terminated, that future funding be denied to the investigator(s) and to all other persons involved in the violation, and that access to other restricted data be denied in the future 

· Such other remedies that may be available to ICPSR under law or equity, including injunctive relief 

I certify that all materials submitted with this application for this restricted data are truthful. 

Furthermore, I acknowledge that I am legally bound by covenants and terms of this agreement, and that violation will constitute unethical professional practice and may subject me to the sanctions listed above. 

Restricted Data Investigator

Study Title:

Signature:

Date:

Typed Name:

Title:

Institution:

Building/Room Number:

Street Address:

City/State/ZIP:

Telephone:

Fax:

Email:

Representative of the Receiving Organization

By signing this agreement, this organization agrees that access to these confidential data will be restricted to authorized persons whose names appear on this agreement and the Supplemental Agreement with Research Staff, and that this organization is legally bound by the covenants and terms of this agreement. 

Signature:

Date:

Typed Name:

Title:

Institution:

Building/Room Number:

Street Address:

City/State/ZIP:

Telephone:

Fax:

Email:

Representative of the Inter-university Consortium for Political and Social Research 

Signature:

Date:

Typed Name:

Title:

(Signatory delegated by Chair of ICPSR Council)

ICPSR
P.O. Box 1248
Ann Arbor, MI 48106-1248
Fax: (734) 647-8200 
e-mail:netmail@icpsr.umich.edu

	3. I will receive access to de-identified data and will not attempt to establish the identity of, or attempt to contact any of the ADNI subjects. 

4. I will not further disclose these data beyond the uses outlined in this agreement and my data use application. 

5. I will require anyone on my team who utilizes these data, or anyone with whom I share these data to comply with this data use agreement. 

6. I will accurately provide the requested information for persons who will use these data and the analyses that are planned using these data. 

7. I will respond promptly and accurately to annual requests to update this information. 

8. I will comply with any rules and regulations imposed by my institution and its institutional review board in requesting these data.

	If I publish abstracts using data from ADNI, I agree to the following:

	7. I will cite ADNI as the source of data and the ADNI funding sources in the abstract as space allows. 

8. Group authorship of ADNI will not be cited in the authorship line of the abstract. 

9. I will upload abstracts onto the ADNI website for registered users to see either after they are accepted or after they are presented. 

	If I publish manuscripts using data from ADNI, I agree to the following:

	10. On the author line of the manuscript, after the named authors, I will include the phrase “and the Alzheimer’s Disease Neuroimaging Initiative*” with the asterisk referring to the following statement and list of names: 

*Data used in the preparation of this article were obtained from the Alzheimer’s Disease Neuroimaging Initiative (ADNI) database (www.loni.ucla.edu/ADNI). As such, the investigators within the ADNI contributed to the design and implementation of ADNI and/or provided data but did not participate in analysis or writing of this report. ADNI investigators include (complete listing available at www.loni.ucla.edu/ADNI/Collaboration/ADNI_Citatation.shtml). 
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