Distributed Reporting Design
Overview
Introduction:

The New York State Education Department (NYSED) and the Regional Information Centers (RICS) are mutually developing a process to allow school districts the opportunity to verify data in the Level 2 repository.  This project has come to be nicknamed “L2RPT” after the name of the database used for this process.

The process allows the verification reports to be run locally at a Regional Information 
Center, but populates the reports with data that resides in the L2RPT data mart located at WNYRIC. (The Western New York Regional Information Center located in ERIE County near Buffalo, NY; WNYRIC houses and maintains the NYS data warehouse under contract with NYSED).
Regional Information Centers across the state will be responsible for the following functions:

· Mounting the reports on a local report server in accord with the package instructions and standards that accompany the report.

· Providing access to that server to their districts on an equitable basis.

· Each hosting RIC will need to configure the LDAP from within Cognos configuration on each Content Manager 
· Each hosting RIC will need to establish a VPN connection to the Department’s SEDDAS system for LDAP access.

· Each hosting RIC will execute an Information Protection Agreement; a standard agreement for any party accessing a State owned and operated system; in this case the State LDAP.

LEAs are responsible for:

· Accessing the reports by appropriate staff for purposes of verifying the underlying data residing in the Level 2 repository.

· Provisioning accounts for all authorized staff.

NYSED is responsible for:

· Managing the creation of the VPN tunnels to each RIC.

· Managing and maintaining the LDAP structure.

· Creating the report specifications and facilitating the development of the reports.

· Setting standards for all aspects of the reporting environment: reports, report servers, LDAP structure and VPN connections.

High Level Overview
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The following provides greater specificity on the complete operation of this system:

1. How it Works -Account Setup (User Perspective)

· District and Location users will need to have a SED account, with a valid BEDS** code assigned to it.

· District users, who see whole district, will need to be assigned the district BEDS code

· Location users will be assigned a location BEDS code from the district.

· Accounts can be created and managed by District Superintendents via SED Portal page.

· Users can change password/account information themselves via SED Portal Page.

· Anytime an account is created through SED portal, that user will have immediate access to L2RPT.
**BEDS is an acronym for the Basic Education Data System in NYS.  Among other things, this system assigns a unique identifier to every school district, school building, and charter school in New York State.
2. How it Works -Running Reports 

· User will go to their respective RIC’S Cognos page.

· User will Sign into Cognos by first selecting the proper authentication source, and then entering their SED username/password.

· After log on users should see the Cognos portal and Public Folders

· The only folder visible to them should be L2RPT reports

· Users open report as usual, and they will only be able to select the district, or location they have access to.

3. How it Works-RIC Setup

· Each hosting RIC will need to setup a VPN connection to SED

· Each hosting RIC will need to open proper firewall rules to allow traffic to flow from their COGNOS server to the LDAP

· SED will need to create firewall rule allowing your server to communicate with the LDAP.

· Each hosting RIC will need to configure the LDAP from within Cognos configuration on each Content Manager.

· Each hosting RIC then needs to have an account created for them, that can be used as the L2RPT Cognos admin account.

· Using this account, each hosting RIC will need to secure their Cognos to prevent L2RPT users from seeing other reports and folders, and existing L1 user accounts from using L2RPT.

· One RIC, or person will need to modify the Framework to use the LDAP attributes for L2RPT security and not the existing parameter list.

4. How it Works-RIC Access

· Each hosting RIC will need to create special groups for each RIC that uses their COGNOS install.

· The users will need to be manually extracted from SED’s LDAP and placed into the groups by the L2RPT Cognos Admin.

· A special sign on will need to be made to the hosting RIC’s L2RPT connection that uses the RIC’s sign on information. 

· Additional filters are then added to the L2RPT framework which bypasses the BEDS code lookup and allows them access to everything their sign on sees.

Potential Issues

· A non RIC user can only see one entire district, or building per sign-on.  If there are non-RIC users who can see multiple districts, or multiple buildings within a district, then they need a sign-on per building.

· SEDREF does not support the OODP BEDS code, therefore only district/RIC users can view these locations.

· Users may be confused by initially seeing two namespace and having to select one or the other based on what reports they want.  Naming standards and user education should reduce this problem.

· Password Resets cannot be handled by Cognos.  Therefore anytime a password needs to be reset, like after initial setup, users will need to do this via SED’s portal or will receive standard login error.
5. What is next?

· All tests have been performed via a test Cognos server, and a Test LDAP we should begin testing against production.

· Jmeter testing of L2RPT before this security structure, and after this security structure should occur to confirm stability of the LDAP, and this security structure.

· If all goes well, live testing by actual districts should happen and feedback gathered before releasing State Wide.

Summary:
The L2RPT Reporting project represents an unprecedented level of cooperation and interaction between NYSED and the NYS Regional Information Centers.  The overall design was chosen to reduce the burden on the RICs in the distribution of these reports.  Once the reports are mounted at the local RIC and the connection is established to the state LDAP, the RIC’s role is to keep the servers and communications structure operational.
Reports will be created centrally and distributed to all Level 1 providers.  NYSED will manage and maintain the LDAP, and the local school districts will manage their own accounts as they do now for all SEDDAS applications.

The L2RPT system is still in development.  Testing continues in several areas: LDAP distribution, load testing for report performance, and other measures related to overall system performance.

Full deployment is expected in Spring 2010.
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