Procedures for Protection of Individually Identifiable Information

Section I: Introduction

1.1 Purpose The purpose of these procedures is to protect Individually Identifiable Student/teacher Information associated with Department of Elementary and Secondary Education (DESE) programs such as the Missouri Assessment Program (MAP).  

The confidentiality of student information will be strictly protected.  Only specifically authorized personnel shall have access to individually information and only for authorized purposes.  These procedures specify the purposes authorized for disclosure, the obligations of access and the processes required to gain access.

1.2 Restricted-Use Data--Data that includes information about the identity of individuals is confidential.  "Restrict-Use" is the term for data that contains individually identifiable information.  “Restricted-Use” data require specific procedures to protect confidentiality.  “Public-Use” is the term for data that contains no individually identifiable information requiring no specific procedures to protect confidentiality.  "Restricted-Use" MAP Data are all information in those files and all information derived from those data including data resulting from merges, matches or other uses of the data.  Merging "Restricted-Use" data records with "Public-Use" data records results in a merged file that is "Restricted-Use."  Merely deleting identify fields from a "Restricted-Use" file does not create a "Public-Use" file.  Disaggregations of "Restricted-Use" records, even without explicit identification fields, may result in a record where the identity of the subject could be reasonably inferred.

1.3 Limited Access--restricted-use (Individually Identifiable Information) data is disclosed by The Department of Elementary and Secondary Education (DESE) only to three classes of users:

a. Authorized DESE employees

b. Designated district contacts

c. Analysts with an approved "Restricted-Use" Agreement

1.4 Authorized DESE Employees--Employees of the Missouri Department of Elementary and Secondary Education require access to individually identifiable data to reliably administer programs and to conduct state policy analysis. 

1.5 Designated District Contacts--Administrators, faculty and staff at each Missouri district require access to certain individually identifiable data in order to fulfill their educational responsibilities. 

1.6 Analysts with an Approved MAP "Restricted-Use" Agreement--Analysts conducting certain types of research and/or evaluative studies may require individually identifiable data in order to produce knowledge and information.  Procedures for disclosure of such data through a "Restricted-Use" Agreement are described in Section II of these procedures. 

Section II: Procedures for a MAP "Restricted-Use" Agreement

1.  Memorandum of Agreement Disclosure of “Restricted-Use” data under Section II of these procedures will be permitted only upon execution of a "MEMORANDUM OF AGREEMENT for Disclosure of Individually Identifiable Records" (Appendix A).  

The MOA requires the completion of:

1. A description of the proposed research/analysis project (Appendix B)

2. Institutional Review Board Approval (Appendix C)

3. A security plan for the restricted-use data (Appendix D) 

4. Affidavits of non-disclosure for each person who will have access to the data (Appendix E)

2. Assistance in the completion of MOA--For assistance individuals should contact Suzanne Schoonover at the University of Missouri, Office of Social and Economic Data Analysis, 602 Clark Hall, Columbia, Missouri, 65211.  (573) 882-7396.

3. Review and Approval--MOA documentation will be reviewed by a committee appointed by DESE.  If approved, the committee will direct the disclosure of the requested information under the terms of the Memorandum of Agreement.  If disapproved, the committee will provide specific information about the reasons for disapproval and, if appropriate, corrective actions necessary.

MEMORANDUM OF AGREEMENT

For Disclosure of Individually Identifiable Records

(Appendix A)

I.  Between:

The Missouri Department of Elementary and Secondary Education, and

The _____

II. Purpose:

The Missouri Department of Elementary and Secondary Education (DESE) administers programs that involve the collection and analysis of individually identifiable data. DESE carefully safeguards the security of such individually identifiable data restricting its use to authorized personnel and purposes.  Disclosure of such “Restricted-Use” data is permitted only under strict control in accordance with the departmental security provisions.

The _____ wishes to conduct analysis that can only be accomplished using “Restricted-Use” data and is willing to comply with departmental security provisions for the handling of restricted-use data.

Therefore, it is agreed that:

The department will provide to the ______________ a read-only file containing individually identifiable information for the following databases: ________________________________________________________________________________

________________________________________________________________________________

________________________________________________________________________________

and,  ___________ will comply with the terms of this agreement.

III.  Information Subject to this Agreement

All data files containing individually identifiable information provided by the department or on behalf of the department to the ________ , are subject to this agreement.  All information derived from those data, and data resulting from merges, matches, or other uses of the data with other data are subject to this agreement and are referred to in this agreement as “restricted-use data.” 

Violations of this agreement will require the immediate return to DESE of all restricted-use data.

IV.  Uses of the Data

The ___________may only use the restricted-use data in a manner and to a purpose consistent with the statistical purpose for which the data were supplied.  A description of the planned research analysis is attached and made a part of this agreement—Appendix B.

V.  Individuals who may have access to restricted data

Only individuals at the ________ who have an approved affidavit of non-disclosure (Appendix E) may have access to the restricted data.  A list of the names, titles and authorization status of each of those individuals shall be made part of the security plan (Appendix D). 

VI.  Limitations on Disclosure

1.  The ____________shall not disclose the restricted use data to any other organization or to any other persons besides those at The ____________________________ included in Appendix D for which affidavits of non-disclosure have been completed.

2.  The ____________shall not make any publication or disclosure of restricted data provided under this agreement even if the individual identifiers have been removed.

3.  The ____________may publish the results, analysis, or other information developed using restricted data made available under this Memorandum of Agreement only in summary or statistical form so that the identity of individuals contained in the restricted-use data is not revealed.

4.  The ____________will provide DESE complementary copies of all published reports using findings from data provided through this MOA.

VII.  Administrative Requirements

1. The _____ shall provide a copy of this Memorandum of Agreement, together with the attached security plan (Appendix D) to each employee of the ______ who will have access to restricted-use data and shall require each of those employees to execute an Affidavit of Non-disclosure (Appendix E).  

2. The ______must ensure that each individual who executes an Affidavit of Non-disclosure reads and understands the materials provided to her or him before executing the Affidavit.

3. The ______shall ensure that each Affidavit of Non-disclosure is notarized upon execution.

4. The ______may not permit any individual specified in Appendix C to have access to subject data until the procedures in paragraphs VII 1-3 are fulfilled for that individual.

5. The ______shall promptly, after the execution of each affidavit, send the original affidavit to the department representative keeping a copy as part of its security procedures.

6. The ______shall promptly notify the department when an individual who has been authorized to have access to subject data is no longer authorized to those data.

7. The ______shall notify the department immediately upon receipt of any legal, or other demand for disclosure of subject data.

8. The ______shall notify the department immediately upon discovering any breach or suspected breach of security or any disclosure of subject data to unauthorized parties or agencies.

9. The ______agrees representatives of the department have the right to make unannounced and unscheduled inspections of the facilities of _________to evaluate compliance with the terms of this agreement.

VIII.  Security Requirements

A. Maintenance of, and access to, restricted-use data.

1. The _______ shall retain the original version of the subject data at a single location and may make no copy or extract of the subject data to anyone except those specifically authorized as above.

2. The _______ shall maintain subject data in a space limited to access by authorized personnel.

3. The _______ shall transport subject data in a secure manner by authorized personnel.

4. The _______ shall ensure access to subject data maintained in computer systems is controlled by password protection.  If the workstation is part of network, access to restricted-use data must be controlled by login passwords and directory authorities.

5. The _______ shall ensure that subject data maintained in computer systems are not accessible via unauthorized networked computer systems.  

6. The _______ shall maintain all printouts, diskettes, personal computers with subject data on hard disks, or other physical products containing individually identifiable information derived from subject data in locked cabinets, file drawers, or other secure locations when not in use.

7. The _______ shall ensure that all printouts, tabulations, and reports are edited for any possible disclosures of subject data.

B. Retention and Disposition of Subject Data

1. The _____ shall return to the department the read only media of subject data provided by the department under this agreement when the statistical analysis that is the subject of this agreement has been completed or this agreement terminates, whichever occurs first.

2. At the time that the subject data media is returned to the department the ______ shall destroy all physical or electronic files containing individually identifiable data.

C. Compliance with Established Security Procedures

The _____ shall comply with the security plan (Appendix D) attached to this Memorandum of Agreement.  

IX.  Processing of this Memorandum of Agreement

A. This Memorandum of Agreement shall be for a period of three (3) years.  

B. This Memorandum of Agreement may be amended, extended or terminated by mutual written, signed, agreements between the parties.

X.  Signatures

The parties to this agreement certify, by his/her signature, that:

1. The organization has the authority to undertake the commitments in this agreement;

2. The Principal Project Officer has the authority to bind the organization to the provisions of this Memorandum of Agreement.

On behalf of:

The _______________________________________________

________________________________  Date:_____________

Principal Project Officer

The Missouri Department of Elementary and Secondary Education

________________________________  Date:_____________ 

Appendix B: Description of Analysis Requiring Restricted Use Data

Restricted-use data is provided through a memorandum of agreement (MOA) limiting access only to specific organizations and specific personnel for specific purposes under specific security conditions.  This appendix will become part of the MOU and will provide a description of how the restricted-use data will be used.

Organization: ____________________________________________________________________

Name of the Principal Project Officer:  ________________________________________________

Description

I. What is the objective of the research or analysis?

II. What statistical methods will be used?

III. Why are individually identifiable records required?

IV. How many individuals will have access to the restricted-use data?

Appendix C: Documentation of Institutional Review Board Status for the Proposed Project

Although restricted-use records are secondary data, the inclusion of confidential, individually identifiable information in "restricted-use" files may require a Human Subjects Review under federal regulations applicable to many research organizations 45CFR 46.101 et seq.  It is likely that many research projects involving the analysis of restricted-use data may qualify for IBR exemptions and/or informed consent waivers.  However, such judgements are for IRB offices to make.  Accordingly, documentation is required from the appropriate IRB office regarding the human subjects review status of the proposed research project for which restricted-use data is requested.  An approval or waiver letter must be attached as Appendix C with the “Memorandum of Agreement for the disclosure of restricted-use data.”

Appendix D:  Security Plan for Restricted-Use Data

1. System Identification

(Provide a brief description of the computer system that will be used to run the restricted-use data. Sample descriptions, one for each configuration, are provided below.)

1.1 SAMPLE – Standalone Computer.

The restricted-use data (CD-ROM format) will be run at the licensed site on a standalone PC (a 486 system running DOS/Windows 3.1). A modem is attached to the PC, but the software will not be enabled when the restricted-use data is on the machine. The restricted-use data is removed from the system each day after used and any residual data is purged by write-over software.

1.2 SAMPLE – Standalone LAN.

The LAN consists of a NetWare 3.11 operating system, running on a 486 PC server. The system supports four workstations and a printer. There is no external connectivity to this system. SAS software is used to analyze the restricted-use data. There is no other sensitive data on the system. A separate PC connects the office to the organization’s extended LAN.

An optional system diagram may be attached to the security plan. 

1.3 SAMPLE – Safe Workgroup within a LAN.

The LAN/WAN consists of a NetWare 4.1 operating system, running on a super-server with six additional servers--one communications server, one database server (for restricted-use data), and four print servers. The system supports 200 users within the department. The restricted-use SAFE WORKGROUP is physically and logically configured to meet all requirements cited in the Security Procedures. Additionally, the SAFE WORK GROUP dedicated server is configured to run “packet signature”, a digital signature feature that prevents packet forgery.

A system diagram is required for the SAFE WORKGROUP and must be attached to this security plan.

2. Restricted-use Data

List the restricted-use data base(s) that this plan covers:

3. Systems Security Measures

3.1 Security Measures – Standalone Computer

	Summary of Security Controls for

Standalone Computer
	Action

Completed

	1.
	General Security Requirements
	

	
	a.   Assign security responsibilities
	

	
	b.   Develop and implement Security Plan
	

	
	c.   Restrict access to data (to affidavit signers only)
	

	
	d.   Use data at licensed site only
	

	
	e.   Return original data 
	

	
	f.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	2.
	Physical Handling, Storage, and Transportation
	

	
	a.   Protect machine-readable data and printed material
	

	
	b.   Avoid disclosure from printed material
	

	
	c.   Restrict copying data
	

	
	d.   Limit transporting of data
	

	
	e.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	3.
	Computer Security Requirements
	

	
	a.   Limit room/area access   
	

	
	b.   Passwords--unique, 6-8 characters with one non-alphanumeric
	

	
	c.   Change password--at least every three months
	

	
	d.   Notification (warning screen)
	

	
	e.   Read-only access
	

	
	f.    Shut down all connections to other computers
	

	
	g.   Physically lock computer/room or enable automatic “shutdown”
	

	
	h.   No routine backups of restricted-use data
	

	
	i.    Change passwords accordingly when staff changes
	

	
	j.    Overwrite hard disk data--end of project/repairs
	

	
	k.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3.2 Security Measures – Standalone LAN

	Summary of Security Controls for

Standalone LAN
	Action

Completed

	1.
	General Security Requirements
	

	
	a.   Assign security responsibilities
	

	
	b.   Develop and implement Security Plan
	

	
	c.   Restrict access to data (to affidavit signers only)
	

	
	d.   Use data at licensed site only
	

	
	e.   Return original data 
	

	
	f.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	2.
	Physical Handling, Storage, and Transportation
	

	
	a.   Protect machine-readable data and printed material
	

	
	b.   Avoid disclosure from printed material
	

	
	c.   Restrict copying data
	

	
	d.   Limit transporting of data
	

	
	e.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	3.
	Computer Security Requirements
	

	
	1.   Requirements for Standalone Computer (that also apply to Standalone LAN)
	

	
	      a.   Limit room/area access
	

	
	      b.   Passwords--unique, 6-8 characters with one non-alphanumeric
	

	
	      c.   Change password--at least every three months
	

	
	      d.   Notification (warning screen)
	

	
	      e.   Read-only access
	

	
	      f.   Shut down all connections to another LAN or external computer
	

	
	      g.   Physically lock computer/room or enable automatic “shutdown”
	

	
	      h.   No routine backups of restricted-use data
	

	
	      i.   Remove password/access rights of employees who leave project
	

	
	      j.    Overwrite hard disk data--end of project/repairs
	

	
	
	

	
	2.   Additional Requirements for Standalone LAN
	

	
	      a.   Lock LAN room when unattended by sworn individual(s)
	

	
	      b.   Restrict access to server (e.g., password)
	

	
	c. For Standalone LAN PCs in non-adjoining rooms--encrypt passwords by              

      PC/workstation software (instead of by the server software)
	

	
	d. Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3.3 Security Measures – SAFE WORKGROUP

	Summary of Security Controls for

Safe Workgroup
	Action

Completed

	1.
	General Security Requirements
	

	
	a.   Assign security responsibilities
	

	
	b.   Develop and implement Security Plan
	

	
	c.   Restrict access to data (to affidavit signers only)
	

	
	d.   Use data at licensed site only
	

	
	e.   Return original data 
	

	
	f.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	2.
	Physical Handling, Storage, and Transportation
	

	
	a.   Protect machine-readable data and printed material
	

	
	b.   Avoid disclosure from printed material
	

	
	c.   Restrict copying data
	

	
	d.   Limit transporting of data
	

	
	e.   Additional controls (as determined by PPO):
	

	
	
	

	
	
	

	
	
	

	3.
	Computer Security Requirements
	

	
	1.   Requirements for Standalone Computer (that also apply to Safe Workgroup)
	

	
	      a.   Limit room/area access
	

	
	      b.   Passwords--unique, 6-8 characters with one non-alphanumeric
	

	
	      c.   Change password--at least every three months
	

	
	      d.   Notification (warning screen)
	

	
	      e.   Read-only access
	

	
	      f.   Physically lock computer/room or enable automatic “shutdown”
	

	
	      g.   No routine backups of restricted-use data
	

	
	      h.   Remove password/access rights of employees who leave project
	

	
	      i.    Overwrite hard disk data--end of project/repairs
	

	
	
	

	
	2.   Requirements for Standalone LAN (that also apply to Safe Workgroup)
	

	
	      a.   Lock LAN room when unattended by sworn individual(s)
	

	
	      b.   Restrict access to server (e.g., password)
	

	
	
	

	
	3.   Additional Requirements for Safe Workgroup
	

	
	      a.   Access to subject data by sworn workgroup members only
	

	
	      b.   Access to subject data by login from workgroup PCs only
	

	
	      c.   Workgroups PCs on-site and in restricted access area   
	

	
	      d.   Workgroup PCs identified by network interface card (NIC) at login
	

	
	      e.  Access control--restrict directory/file services by group, rights, and attributes
	

	
	       
	


	Summary of Security Controls for

Safe Workgroup
	Action

Completed

	
	      f.   Audit trails for all users logins/attempted accesses
	

	
	      g.    Server console/printers--locate in secure area and password-protect   
	

	
	      h.    Additional security measures:
	

	
	            (1)   Enable other available system security features
	

	
	            (2)   Provide adequate procedural guidance
	

	
	      (3)   Other security measures, as needed, for local environment and specific  

                    system (determined by PPO):
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix E: AFFIDAVIT OF NON-DISCLOSURE (DRAFT)

Missouri Assessment Program Data

Name: _____________________________________________  Date:______________

Organization: ___________________________________________________________

Job Title: ______________________________________________________________

I, ______________________________________, do solemnly swear (of affirm) that when given access to Missouri Assessment Program (MAP) data bases or files, I will not -

· Use any individually identifiable information furnished, acquired, retrieved or assembled for any purpose other than statistical project specified in the attached memorandum of agreement which I have read and understand.

· Make any disclosure or publication whereby any individual could be identified or the data furnished or related to any particular person.

· Permit anyone to examine individual records or files other than the individuals authorized in the attached memorandum of agreement.





___________________________________________________







(Signature)

City/County of __________________ State of _________________________

Sworn to and subscribed before me this _________day of 

____________________, __________.  Witness my hand and official Seal.







__________________________________









(Notary Public/Seal)







My commission expires _______________________

