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Misc. “Stuff”

The SDPC:
• Was started in 2015 due to numerous stakeholders 

addressing data privacy “Pain Points”
• Is organized as a Special Interest Group (SIG) under the 

Access 4 Learning Community (a 501c3 Member Tech 
Standards Organization)

• Maintains its own governance, oversight and resource 
support

• Has schools, districts, regional and state education 
agencies, other professional organizations and 
marketplace providers as members

• Is supported through membership dues 



“Big Picture” Strategy



SDPC Goals

Establish a community of stakeholders who have various needs addressed 
through policy, technology and/or effective practice sharing around effective 
privacy management,

Identify projects that have on-the-ground and real-world impact on student 
data privacy enabling schools, districts, state and vendors find resources, adapt 
them to their unique context and implement needed protections,

Development of tools and resources to address operational issues not 
currently being addressed,

Leverage partnership organizations working in the privacy space to have their 
good work utilized and no reinvention of existing work,

Development of a clearinghouse of student data privacy operational issues 
and resources to support schools, districts, states and vendors in managing 
those issues – no matter where the resources originate.



SDPC Tactical Privacy Projects

• Project 1: Privacy Contract Framework
– The Privacy Contract Framework project is focused on the 

development a framework for identifying solutions that have on-
the-ground and real-world impact on student data privacy 
enabling schools, districts, state and vendors find resources, 
adapt them to their unique context and implement needed 
protections.  Application Profiles will be developed to support 
“apples to apples” comparisons.



Alliances, Alliances, …..

SDPC State/Territory Alliances (Green) and in Process (Yellow)

Currently 20 million Students Impacted by over 1250 Applications! 



Alliances, Alliances, …..

Alliance Formation Models:

Top Down: The State agency leading the charge to 
develop and grow the Alliance

Bottom Up: A LEA takes the lead to develop and grow the 
Alliance

Middle Driven: A regional service agency, professional 
association, or user group takes the lead to develop and 
grow the Alliance
- CoSN, ISTE, SETDA, affiliates / Regional Service Agencies / Etc.

* All three models have examples of SEAs paying for Alliance Membership as a “value-add” to LEAs.



Alliances, Alliances, …..
Alliance Roles:
✓ Participate in the SDPC and interact with other Alliance members 

and SDPC Projects

✓ Convene stakeholders in their state to identify pain points and 
gauge the interest in developing a “common contract framework” 
and tools use as 16 other states have done to date.

✓Develop contract wording that could be used by all districts with 
their vendors and provide transparent communications to parents 
and community members on application usage.

✓ Advocate for student data privacy and locally support the ongoing 
needs of the Alliance including bringing possible projects to the 
larger SDPC Consortium for review and vetting by other Alliances. 



“SDPC App”



SDPC Tools for Districts



Contract Management



Vendor Tools



Public Search



• Project 1: Privacy Contract Framework
– The Privacy Contract Framework project is focused on the development a 

framework for identifying solutions that have on-the-ground and real-world 
impact on student data privacy enabling schools, districts, state and vendors 
find resources, adapt them to their unique context and implement needed 
protections.  Application Profiles will be developed to support “apples to 
apples” comparisons.

• Project 2: Digital Governance Tool
– The Digital Tools Governance project centers around developing a 

comprehensive framework for aligning a school system’s policy landscape, 
strategic programming, tactical processes, and accountability mechanisms to 
support the system’s vision of how its digital tool ecosystem will advance its 
overall mission and goals while minimizing its risks of data privacy and 
security incidents.

SDPC Tactical Privacy Projects



Digital Tool 
Governance

Craft a 
Vision

Assess 
the 

Terrain

Develop 
the Plan

Mobilize 
and 

Deploy

Monitor 
and 

Adapt

• New Policies & Procedures
• Implementation Strategy 
• Communications Plan & 

Documents 
• Accountability 

Mechanisms & Metrics
• Peoples’ Roles & 

Responsibilities
• Resources Needed

• Create Cross-functional Teams
• Communicate Goals, Plans, & 

Expectations
• Provide Training & Resources
• Fully Engage & Walk the Walk
• Celebrate Accomplishments

• Ensure Accountability 
Mechanisms and Metrics are 
Working

• Monitor Metrics and Provide 
Feedback

• Adapt and Rework as Necessary

Know your goal before you begin…

• Tone at the Top?
• Policies in Place? 
• Stakeholders?
• Risk and Liabilities?
• Ground View?
• Blind Spots?

Framework for Transformative Digital Governance



Example Use Case: District Data Privacy 
and Security Professional Learning



Framework for Transformative Digital Governance



Framework for Transformative Digital Governance



• Project 3: Privacy Connect
- Teacher A finds the greatest application in the world to teach 
his/her subject matter to students. What does it take from him/her 
asking for the application to be used with his/her students to 
having students using the application?”. This may include various 
owners (legal, technical, fiscal, etc.), critical areas of concern 
(privacy, security, parental notice, etc.) and impact (academic 
alignment, usage, other options, etc.). The “Connect” project’s 
focus is to see how many of these steps can be standardized, 
automated, or establish effective practices so we all are not 
starting from scratch each time. The goal is to streamline 
application selection, vetting, on boarding (sharing properly 
protected data elements), and final implementation with 
marketplace norms.

SDPC Tactical Privacy Projects



Project 3: SDPC Tactical Privacy 
“Connect”

Goal: Support data stewards and their institutions to 
address student data privacy from application 
identification to application utilization.

• Application Vetting (Digital Tools Governance/SDPC App)

• Privacy Contract Wording (Contract Builder)

• Technical Requirements (Technical Standards)

• Workflow Automation (SDPC Application)

• Automate Data Exchanges via 
Privacy Requirements (TBD)

• Stakeholder Communications at Each Step



Integrators

Marketplac
e Products

Districts

The Current World



Integrators

Marketplac
e Products

Districts

Integrators

Vetting & 
Contracting 
Framework

Vetting & 
Contracting 
Framework

SDPC Value Add 1



Integrators

Integrators

Vetting & 
Contracting 
Framework

SDPC Value Add 2: Connected Privacy 

Marketplace 
Products

Districts

• “Secure/Quick 
Connections”

• Privacy Standards
• Certification



In a Perfect 
World…..



Written Contract
Clause 1
Clause 2

Vendor
(Data Processor)

School / Department of 
Education 
(Data Controller)

Legal / Policy

Contract Obligations
Obligation 1 
Obligation 2 

Technical

Control 
Benchmark 

Sets

Set  2
“O

sta
ther” 

ndardsSDPC Set

Global Education Privacy Standard (GEPS)

NIST/ISO/IEEE

Privacy Object 
Document  (POD)
Obligation 1 XML
Obligation 2 XML

Contract 
Obligations 

Pool



GEPS Workflow 

Select 
Clause 
from 

National 
Set 



Obligation US Privacy AU Privacy EU GDPR Discussion DPO Terms & Application

Data cannot be 
used for 
advertising or 
marketing 
purposes 

Article IV, Section 6. 
Advertising Prohibition. 
Provider is prohibited 
from using or selling 
Student Data to (a) 
market or advertise to 
students or 
families/guardians; (b) 
inform, influence, or 
enable marketing, 
advertising, or other 
commercial efforts by a 
Provider; (c) develop a 
profile of a student, 
family 
member/guardian or 
group, for any 
commercial purpose 

APP 7 
provides that 
an 
organisation 
must not use 
or disclose 
personal 
information it 
holds for the 
purpose of 
direct 
marketing. 

Rec.70; Art.21(2)-
(3)
Data subjects have 
the right to object 
to the processing of 
personal data for 
the purpose of 
direct marketing, 
including profiling 

The limitation on 
the use of data 
by Data 
Processors for 
marketing or 
advertising 
purposes in 
consistent in all 
locales.  

In the U.S. 
agreement it is 
prevented 
outright, in the 
AU whilst limited, 
exceptions do 
apply. The 
GDPR provides 
individuals with 
the right to opt 
out. 

“Data able to be used for marketing 
purposes: “Yes/No”, Data Processor 
Marketing contact name, Marketing 
contact email, Marketing contact 
phone number”

The “Data able to be used for 
marketing purposes: Yes/No” and 
Data Processor marketing contact 
details would be a series of elements 
in the DPO object.

Technically Data Processors would do 
nothing however the contents of this 
entry (as part of the DPO) could be 
made available to the Data Subjects 
(eg via the SDPC website) and allow 
them to contact the Data Processor 
and opt out from 
marketing/advertising processes.

Example Contract Obligation Crosswalk



GEPS Workflow 
Align Privacy Clause to Obligations



GEPS Workflow 
Align Obligations to Control Benchmarks



GEPS Workflow 

Capture & 
Transfer 

Obligations 
& 

Benchmarks 
in XML 
(PODs)

IV.5 Disposition of Data. Provider shall dispose or 
delete all Student Data obtained under the Service 
Agreement when it is no longer needed for the purpose 
for which it was obtained. Disposition shall include (1) the 
shredding of any hard copies of any Student Data; (2) 
Erasing; or (3) Otherwise modifying the personal 
information in those records to make it unreadable or 
indecipherable by human or digital means…..

CONTRACT

PRIVACY OBLICATION 
DOCUMENT POD - XML

<dataDeletionObligation>        
<clauseList>          
<clause>The vendor shall purge all data 

related upon request.</clause>        
<fields>          
<field>/StudentPersonal/LocalId</field>          
<field>/StudentPersonal/FirstSchoolEnrol</field>        
<deleteData>Y</deleteData>
<dataRetention>30</dataRetention>
<deleteBy>2018-07-01</deleteBy>      

</dataDeletionObligation>



Find Out More

https://privacy.a4l.org

Larry L Fruth II, Ph.D.
lfruth@A4L.org

Steve Smith
ssmith@cpsd.us

https://privacy.a4l.org
mailto:lfruth@A4L.org
mailto:ssmith@cpsd.us


Data Processor 
(3rd party 
software 
vendor)

Data Controller 
(District or 

School)

District/ 
School 
Data

6. Raw data 
filtered as per 

POD rules POD 
lookup 

servicePOD 
1

POD 
2

DPO 
Enforcer

DPO Service

5. 
PO

1. Paper contract / agreement signed

2. Request for digital copy of contract

3. POD returned

4. Request school data (POD referenced)

7. Privacy filtered data returned

Check that 
D reference 

OK

How do PODs work to support private secure 
data transfer?



Data Processor 
(3rd party 
software 
vendor)

Data Controller 
(District or 

School)

District/ 
School 
Data

POD 
lookup 

servicePOD 
1

POD 
2

DPO 
Enforcer

DPO Service

5.

1. Paper contract / agreement signed

2. Request for digital copy of contract

3. POD returned

4. Request school data (POD not referenced or incorrect)

 Check that 
POD OK

6. Error returned – POD not valid. No data provided.

How do PODs work to prevent inappropriate 
data transfer?
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