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System Security Plan

System Security Plan
Management Review and Approval

| have reviewed the requirements of the license and security procedures and the contents of this
security plan, which describes the protection measures for the following databases:

| hereby certify that this system meets all the requirements of the license and security procedures
and that the in-place security safeguards adequately protect the restricted-use data.

(Senior Official) (Date)

(Principal Project Officer) (Date)

(System Security Officer) (Date)
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1. System ldentification

(Provide abrief description of the computer system that will be used to run the restricted-use data.
Sample descriptions, one for each configuration, are provided below.)

1.1 SAMPLE - Standalone Computer

The restricted-use data (CD-ROM format) will be run at the licensed site on a standalone PC (a
486 system running DOS/Windows 3.1). A modem is attached to the PC, but the software will
not be enabled when the restricted-use data is on the machine. The restricted-use datais removed
from the system each day after use and any residual datais purged by writeover software.

1.2 SAMPLE - Standalone LAN

The LAN consists of a Netware 3.11 operating system, running on a 486 PC server. The system
supports four workstations and a printer. There is no external connectivity to this system. SAS
software is used to analyze the restricted-use data. There is no other sensitive data on the system.
A separate PC connects the office to the organization’ s extended LAN.

An optional system diagram may be attached to the security plan—see Figure 1 for an example.

1.3. SAMPLE - Safe Workgroup within a LAN

The LAN/WAN consists of a Netware 4.1 operating system, running on a superserver with six
additional servers—one communications server, one database server (for restricted-use data), and
four print servers. The system supports 200 users within the department. The restricted-use SAFE
WORKGROUP is physically and logically configured to meet all requirements cited in the
Security Procedures. Additionally, the SAFE WORK GROUP s dedicated server is configured to
run “packet signature,” adigital signature feature that prevents packet forgery.

A system diagram is required for the SAFE WORK GROUP and must be attached to this security
plan. See Figure 1 for asimple example.
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2. Restricted-use Data

List the restricted-use database(s) that this plan covers:
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3. Systems Security Measures

3.1 Security Measures - Standalone Computer

Summary of Security Controlsfor
Standalone Computer

Action
Completed

1. | General Security Requirements

a  Assign security responsibilities

b. Develop and implement Security Plan

C. Restrict accessto data (to affidavit signersonly)

d. Usedataat licensed site only

e. Returnorigina datato the Agency (Note: post-project)
f.  Additional controls (as determined by PPO):

2. Physical Handling, Storage, and Transportation

a.  Protect machine-readable data and printed material
b.  Avoid disclosure from printed material

c. Restrict copying of data

d. Limit transporting of data

e.  Additional controls (as determined by PPO):

For Official Use Only
Availability to be Determined
Under 5U.S.C. 552

J3



System Security Plan

Summary of Security Controlsfor
Standalone Computer

Action
Completed

Computer Security Requirements

a

Limit room/area access

=)

Passwords—unique, 6-8 characters with one non-alphanumeric

Change password—at |east every three months

Notification (warning screen)

Read-only access

—~ o |2 |0

Shut down all connections to other computers

Physically lock computer/room or enable automatic “ shutdown”

=g

No routine backups of restricted-use data

Change passwords accordingly when staff changes

Overwrite hard disk data—end of project/repairs

Additional controls (as determined by PPO):
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3.2 Security Measures - Standalone LAN

Summary of Security Controlsfor Action
Standalone LAN Completed

1. | General Security Requirements

a.  Assign security responsibilities

b. Develop and implement Security Plan

C. Resdtrict accessto data (to affidavit signersonly)

d. Usedataat licensed site only

e. Returnorigina datato the Agency (Note: post-project)

f.  Additional controls (as determined by PPO):
2. Physical Handling, Storage, and Transportation

a.  Protect machine-readable data and printed material

b.  Avoid disclosure from printed material

c. Restrict copying of data

d.  Limit transporting of data

e.  Additional controls (as determined by PPO):
3. | Computer Security Requirements

1. Requirementsfor Standalone Computer (that also apply to

Standalone LAN)
a Limit room/area access
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Availability to be Deter mined J-5

Under 5 U.S.C. 552



System Security Plan

Summary of Security Controlsfor
Standalone LAN

Action
Completed

Passwords—unique, 6-8 characters with one non-
alphanumeric

Change password—at |east every three months

Notification (warning screen)

Read-only access

~ o |2 |o

Shut down all connections to another LAN or external
computer

Physically lock computer/room or enable automatic
“shutdown”

No routine backups of restricted-use data

Remove password/access rights of employees who leave
project

Overwrite hard disk data—end of project/repairs

Additional Requirements for Standalone LAN

a

Lock LAN room when unattended by sworn individual (s)

b.

Restrict accessto server (e.g., password)

C.

For Standalone LAN PCs in non-adjoining rooms—encrypt
passwords by PC/workstation software (instead of by the
server software)

Additional controls (as determined by PPO):
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3.3 Security Measures - SAFE WORK GROUP

Summary of Security Controlsfor
Safe Workgroup

Action
Completed

1. | General Security Requirements

a.  Assign security responsibilities

b. Develop and implement Security Plan

Cc. Redtrict accessto data (to affidavit signers only)
d. Usedataat licensed site only

e. Returnoriginal datato NCES (Note: post-project)
f.  Additional controls (as determined by PPO):

2. | Physical Handling, Storage, and Transportation

a.  Protect machine-readable data and printed material
b.  Avoid disclosure from printed material

c. Redtrict copying of data

d. Limit transporting of data

e. Additional controls (as determined by PPO):

3. | Computer Security Requirements

1.

Requirements for Standalone Computer (that also apply to Safe
Workgroup)

a. Limit room/area access

b. Passwords—unique, 6-8 characters with one non-
alphanumeric

For Official Use Only
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Summary of Security Controlsfor
Safe Workgroup

Action
Completed

Change password—at |east every three months

Notification (warning screen)

Read-only access

—~ o |2 |0

(This control is not applicable to Safe Workgroup.)

Physically lock computer/room or enable automatic
“shutdown”

©«

h. No routine backups of restricted-use data

i. Remove password/access rights of employees who leave
project

j- Overwrite hard disk data—end of project/repairs

Requirements for Standalone LAN (that also apply to Safe
Workgroup)

a. Lock LAN room when unattended by sworn individual(s)

b. Restrict accessto server (e.g., password)

Additional Requirements for Safe Workgroup

a. Access to subject data by sworn workgroup members only

b. Access to subject data by login from workgroup PCs only

c. Workgroup PCs on-site and in restricted access area

d. Workgroup PCs identified by network interface card (NIC) at

login

e. Passwords—encrypted by the PC/workstation software
(instead of by the server software) (unique, 6-8 characters)

f. Access control—restrict directory/file services by group,
rights, and attributes
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Summary of Security Controlsfor Action
Safe Workgroup Completed

g. Workgroup server/PCs with subject-data access:

Q) Prohibit TCP/IP server software

(2 Prohibit remote-control software

©)] Prohibit peer-to-peer connectivity

h. Audit trailsfor all userslogins/attempted accesses

i. Server console/printers—Ilocate in secure area and password-
protect

. Additional security measures:

Q) Enable other available system security features

(2 Provide adequate procedural guidance

3 Other security measures, as needed, for local
environment and specific system (determined by
PPO):
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Server

PC-2

ERSA LAN

(Standlone)

NOS:Novell 3.11
Topology: Bus
Cabling: Thin Ethernet

PC-3

PC-4

PC-5
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